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utilising modern wireless technologies. Both agencies are progressing
similar mobile data requirements.

. Computer Aided Dispatch (CAD), in conjunction with automatic vehicle
location and mobile data services needs investment. QPS requires a new
CAD solution as a matter of priority. DES is well progressed with its
‘interim’ CAD solution, ESCAD. A QPS commissioned evaluation of
ESCAD identified functionality compatibility, and possible reductions in
training, network support and maintenance, costs. Other issues included
the age of the DES Mobitex network, mapping systems compatibility, the
migration and integration of historical data. However, this assessment
was based on the premise that QPS would implement the new CAD
solution in 23 centres across the state in a thick client environment. The
assessment also identified possible issues associated with governance of
a multi-agency CAD system. Interoperability of different CADs is possible
as demonstrated in many other jurisdictions, and wiif be costly.

. Synergies, the overwhelming opinion of senior emergency service
personnel from interstate jurisdictions indicates that rationalisation of
communications centres is integraf to optimising the benefits of new CAD
systems, management of the organisations human capital, and the
efficient and effective management of communications centres generally.
Additionally, the implementation and integration of modern CAD systems,
automated vehicle location (AVL) and mobile services technology is
considered essential in order to realise the full benefits which may be
derived from the synergies between these technologies.

. Modern lelephony systems and data networks ‘that communicate
seamlessly greatly would contribute to a coherent-whole in public safety
communications solutions. QPS is well progressed in telephony, while
DES is currently planning its new telephony strategy. QPS is well
progressed in the Public Safety Network (PSN), while DES manages its
own solution and is to revisit the PSN.

. Major events and terrorism, contemporary public safety communications
systems and networks are essential for frontline emergency personnel to
provide an efficient and effective response to major incidents. Modern
communications systems with capacity for delivering the desired
information in the field are necessary to support bids for major
international events, for example, the Olympics and Soccer World Cup.

. Lessons Learned, historically, each agency has developed strategies in
respect to public safety communications networks and systems
independently and inwardly; there has been no necessity for collaboration.
In recently times, there has been a degree of collaboration in respect to
public safety communications related projects, however, the structure and
effectiveness of the joint governance body has not resulted in achieving
the desired outcomes. Competing departmental interests, funding
constraints, lack of cohesive joint strategic direction, and differing
mandates have combined to impact the effectiveness of the existing
arrangements. Senior management of the agencies, however, have now
adopted more heartening collaborative postures. There is recognition of
an urgent demand for major investment in public safety communications
and that that there are substantial benefits, from and organisational and
government perspective, to be derived from collaboration and undertaking
these investments jointly.
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Other Jurisdictions

Other jurisdictions in Australia operate whole-of-government radio networks for voice
and mobile data. Many states (SA, NSW, Vic and WA) provide emergency services
oriented mobile communications solutions. A degree of compromise has been made
by some agencies in the interests of developing business grade solutions. Common
CAD solutions are customised for each Agency's needs or compromise
interoperability solutions are provided. Telephony and data networks are integrated
to the greatest extent possible so that communications centres can support each
other and the benefits of rationalisation can be maximised.

The police, fire and ambulance services in Victoria and South Australia provide
services from a single state-wide communications centre. These centres have each
been provided with identical equipment and each provides redundancy for the others
in disaster circumstances.

Radic for voice and data is often provided under commercial arrangements by
providers such as Motorola (Vic), Telstra (SA) and Airwave (in the UK). Use of
commercial 3G networks extends public safety mobile data across most population
centres. In some circumstances most service provision is external to the emergency
services organisations (ESTA in Vic).

Conclusions

The strategic assessment concludes that a Mutual Assurance Governance Model
should be estahlished as soon as possible to provide direction for the planning,
impiementation and management of public safety communications systems and
networks in Queensland. The QPS and DES will need to relinquish some degree of
autonomy over their current networks to the joint governance body. The PSN
management structure provides an excellent example of successful muiti-agency co-
operation and governance arrangements.

Joint information architecture for public safety communications should be prepared
by QPS and DES by mid-2009 to guide the other programs.

The priority joint investment program is the provision of mobile communications to
front line emergency personnel. Voice and data requirements plus other mobile
systems need be considered collectively in a joint Preliminary Evaluation and joint
Business case. There is a degree of complexity in this process, and the aim wilf be
for a joint business case for voice and mobile data mobile communications
investments to be prepared in the 2" half of 2009.

In the 1*! half of 2009, joint plans and requirements for telephony and data networks,
CAD interoperability and fixed data network support of radio networks, should be
resolved. These may be regarded as Preliminary Evaluations, the outputs of which
will affect other projects and guide the scope of works.

A joint Cabinet Budget Review Commission (CBRC) submission in 2009 should seek
funding for the required governance resources from July 2009. Until that date,
remaining PSCP Strategic Assessment funding, supplemented by in-kind resources,
should be used.

The Mutual Assurance Governance structure must be ready to guide and direct a
range of joint initiatives during 2009, with major decisions in mid-2009. The PSCP-
SC should assume the interim Mutual Assurance responsibilly. Temporary
resources should be allocated to the governance structure for the purpose of:

1. Preparing, in more detail, the Mutual Assurance plan and schedule;
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Preparing Terms of Reference for the Preliminary Evaluations. These must
be produced and endorsed before the end of 2008 to permit continuing
progress. Resources for conducting the preliminary evaluations need to be
identified and committed;

3. Preparing and implementation of a communications plan relating to the
establishment of the governance body and coordination of the Preliminary

Evaluations;

4. Coordinating the preparation of a strategic asset management plan for the
resources of public safety communications. This will in due course assist in
defining the scope for the Mutual Assurance Model;

5. Preparing a joint CBRC submission for Mutual Assurance governance
structure funding; and

6. Preparing a joint CBRC submission for the funding of Preliminary Evaluations
and Business Cases.

Enhancing public safety communications in Queensfand, as contained in the
recommendations of this Report, is integral to providing front line emergency
responders with adequate and contemporary information and communications
technologies, and aligns with the Queensland Government priorities relating to
enhancing community safety and is consistent with achieving the ambitions of Strong
and Fair in the 2020 vision of the Queensland Government in Towards Q2.
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Figure 4 - Projected population aged 65 years and over, Austraiia, 2004-2101

Source: Australian Bureau of Staflstics.

Nole: Three main series of projections have been presented. These series provide a range, afthough not the full
range, of projections.

The Queensland Government® identifies Queensland as ‘the nation's growth capital’
and will account ‘for more than 30 per cent of Australia’s population growth’ by 2020.

Notwithstanding this increased demand and demographic changes, public
expectation in respect to the standard of service provided by the emergency services
remains high, particularly in terms of timeliness of response. Additionally, the public
expect that police and emergency response agencies will have contemporary
surveillance and investigating technologies at their disposal, for example, Closed-
Circuit Television (CCTV) systems for monitoring public areas and relevant
geographic information systems (GIS).

in view of anticipated future demand, emergency service organisations recognise
that public safety communications architecture will impact on efficiency and quality of
services delivered and the safety of frontline personnel, and that they must be
capable of providing fast, efficient, reliable and seamless access to information
across the agencies. For example, current access to mobile data by emergency
services staff in Queensiand is extremely limited, with most information being relayed
via voice radio.

Existing congestion across the radio network resuiting from a high vofume of voice
traffic and limited bandwidth will be magnified as demand increases, impeding
operational service delivery. A state-wide (digital) radio network is one way to
deliver mobile services, providing a platform from which IP-based technologies
operate in a mobile data environment and reducing the demand for voice radio
access across the network. Mobile access to dispatch and other task-related data
would streamline operational workflows and reduce inefficiencies in time and human
resources.

It has also been suggested that information sharing in the mobile data environment
would enhance officer safety and service delivery to the public. Whilst this would be
desirable, interagency sharing of information may be subject to legislative limitations
and operational sensitivities. Hence, any plans to share data across the agencies
should include an analysis of these considerations, and should only be enabled on a
case by case basis.

8 Queensiand Government, 2008, Towards Q2, Queenstand Government, Brisbane.
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notoriously difficult to measure. If these links are not apparent, then the risk is that
ICT decisions may be made independently of the business needs of agencies and
the Government as a whole.

The Queensland Government’s annual Priorities in Progress Report, which reports
performance against the Government's Community Outcomes and Pricrities in the
Charter of Social and Fiscal Responsibility, provides a comprehensive assessment of
outcomes for the community. This outcomes assessment process, coupled with a
more systematic approach to planning and integrating government services, can
become key elements for improving ICT investment decisions by the Government,

In order for this to become a reality for public safety communications, it is necessary
to articulate a vision and position it to inform, guide and direct agency resource
allocation, including ICT, to ensure that agencies are acting in concert to achieve it.

The linkage between the vision, the Charter and agencies’ business strategies and
its ICT investments is shown in Figure 6. It is important to note that business
strategies can be self-contained within an agency, or span a number of agencies.

In the future, government business strategies will increasingly span multiple
agencies. The whole-of-government strategic direction for ICT is then able to be
formulated within the context of enabling the appropriate business processes and
strategies across the Government that will deliver on the vision. This much needed
context will optimise ICT decisions.

‘. l Informed by the cilizens of Queenstand |
i3 )

y

I Charter of Scclal and Fiscal Rasponsibilly |

w
o
£
£
£ " - -
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Figure 6 - Context for Optimising ICT Decisions

The ICT Governance Initiative, led by the Department of Public Works, has been
established to implement the SDPC's recommendations, which were endorsed by
Executive Government in late 2008.
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Six programs of work have been defined and the Implementation Office has been
established to work with government agencies and the ICT industry to ensure the
report's recommendations are successfully implemented.
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Fewer (but perhaps farger and more centralised) stations; more mobile
offices.

Recent internal reports and interviews with senior executive and stakeholders show
the following:

Current public safety communications are adequate, but their age
threatens sustainability while their capability does not support the needs
of modern policing;

Capability of the organisation to manage a portfolio of investment is
improving — (The Public Safety Network (PSN) is an example of
measurable progress.) There is commitment to portfolic and program
management approach at senior levels. There is similar commitment to
collaboration with DES and other agencies;

Capacity for managing programs has limits. The rate of investment must
be managed,;

Governance is key to ensuring the business drives the investment
program, and that service provision is responsive to services need;

There is a need to develop organisational capability to support increasing
complexity. For example, increased placement of uniformed officers
within the Information Management Division (IMD) to increase their career
experience;

ICT (including public safety communciations) allows for more effective
Policing and increases the Services ability to manage increasing
demands;

Recognition that collaborative provision of public safety communications
is the way of the future;

Some near-term investment needs will only be approved if progressed
collaboratively. In the near-term, some collaborative investments would
be lower-risk than others; and

An ICT roadmap must reflect the current ability to execute and to absorb
change, otherwise we will fail, which would affect future decision making.

Reports of current environment reveal that investment priorities would include:

Extending a common digital voice radio beyond south east Queenstand
and the few regional repeaters;

Providing mobile data services that extend state-wide and provide a
unified state-wide solution; and

Communications centre consolidation combined with CAD replacement
(which inciudes vehicle location information requirements). Exactly when
and where communications centre consolidation is to occur has not as yet
been specified.

The Strategic Assessment Working Party observed:

*

Much investment is still controlled at regional fevels. For example, IMS
(CAD) software upgrade issues are currently managed by regional
funding arrangements. A region has a local program to collocate its
communications centre with another department for the savings this
would bring;

© The State of Queensiand (Queensland Police Service & Department of Emergency Services) 2008 19
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. efficient and effective management and utilisation of field resources of
QPS and DES to address continuing operational needs during normal
operations, incident management and disaster management;

. efficient application of all systems and information at the point of need and
for the collection of data back into core business systems; and
* to provide PSC systems that fit within modern ICT portfolio frameworks so

that outcomes of all investments in information systems are maximized.

Radio (voice) networks are either at the end of economic life, or else of insufficient
capacity for expected near-term demand growth in a number of areas across the
state. investments are needed for widespread replacement of antiquated end-of-life
systems and for expansion of capacity. Modern replacement systems will also bring
additional capabilities.

We can expect that a modern mobile radio system, common to all the Services, will:

* be resilient and survivable during demanding catastrophic events,
providing the essential communications for safety of life and property,

. make effective use of limited spectrum resources,

. provide common platforms that, being versatile, can perform a reasonable
range of operational functions for all the Services;

. adequately support the security requirements of QPS and DES (for which
add-on security systems would be required);

. provide limited short-data-messaging;

. provide basic officer safety such as duress;,

. share infrastructure including being able to reuse some existing

infrastructure (e.g. accesses, towers, buildings);

. can potentially include sharing system elements from outside the public
safety arena, such as with any government owned entities; and

. support multiple concurrent service users, each performing duties unique
to their service.

Moblle Data services are currently provided for DES by Mobitex, a State-owned
Telecommunications Infrastructure (SOTI), which is about half way through a fifteen
year life. QAS, through near-term replacement of mobile data terminals could
maintain their current Mobitex-based capability for up to five years. QFRS are
progressing AVL capability utilising the Mobitex infrastructure. The other services
desire to implement mobile data capabilities in order to gain better information flows
to and from the field point of service need (for example, QPS has prepared a
business case, not yet refeased).

Service's needs for mobile data have more in common than they have differences.
They are two types:

. narrow band data of the type provided by Mobitex or other private
networks technologies supports dispatch and automatic vehicle location
quite well. Coverage is limited by the owner’s investment.

. broadband mobile data of the type provided by carriers’ networks (such as
Telstra NextG) can readily support quite demanding and sophisticated
requirements. They have wide spread coverage.
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Mobile data is also closely tied to effective CAD, QPrime, eARF, elAP™, OpsMaps
and other major applications, hence mobile service architecture shoutd separate
network services from underlying infrastructure, in order to allow for muitiple carriage
solutions. A further example of planned usage for mobile services technology is e-
Ticketing.

Service owned mobile data network infrastructure in densely populated areas
supported by public network infrastructure elsewhere, is a model seen inter-state and
overseas.

Fixed data network infrastructure and services for the QPS are provided by the PSN.
DES has indicated its intention to revisit its position in the PSN, with details and
status currently being considered. The form of the PSN under the Technology
Transformation Program is not clear, but given PSN success and the early stage of
CITEC planning, it is expected no great change would occur within a couple of years.

Computer Aided Dispatch (CAD) systems are capable of customisation such that a
wide variety of outcomes can be achieved on common platforms. Specifically:

. There exists numerous current real-world examples of single multi-agency
CAD platforms (across Police, Fire and Ambulance) abound in Australia
and overseas.

. CAD is also closely aligned with the business practices of each service,
such that changes to CAD are likely to be accompanied by significant
business change projects. Business benefits realised (that is the resultant
business changes) would demonstrate the value of the investment for the
organisation.

. CAD systems that communicate effectively between each other satisfy
much of the interoperability business need. However, interoperability may
be non-trivial, for example NSW required a two-year project to provide a
partial CAD to CAD solution. Integration of the Motorola radio system and
the intergraph CAD system in Victoria has been very costly.

. Investment decisions in further CAD systems should consider factors
including potential savings in support through common platforms and risks
of single vendor dependence.

Common Communication Centre facilities would be an apparent opportunity for
savings and for positioning agencies next to each other for immediate benefit and to
support a range of future collaborative scenarios. All Services outline intentions to
rationalise the numbers of Centres. Similar (but not identical) final numbers and
locations are likely.

Collaborative planning of investment programs has been limited. For example,
QPS and DES participate in the PSCP, which has now been ongoing for five years,
however, only minimal progress has been achieved in advancing joint investment
programs in public safety communications technologies. There now exists a strong
desire to progress joint investments. This will involve substantial change within each
of the organizations; change that will need to be embedded in the culture of each
organisation.

Elements of the change process within QPS and DES to note include:

. QPS Guide for Structure of Project Boards recognises and positions Joint
Program/Project Committees within the overall QPS program
management regime.

18 e ARF Electronic Ambulance Record Form, e 1AP Electronic incident Action Pian.
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Senior management of QPS and DES acknowledge that they are in early stages of
maturity in portfolio and program management. Both must align their single service
portfolic and program management structures with a concuirent joint portfolio
program management structure.

Many stakeholders envision a future provision arrangement based on outsourcing of
major elements of public safety communications. Such an arrangement should be
approached through several years (at most) of steady progress in maturation of joint
planning and provisioning skills. Mechanisms of service provision will be at the core
of any iong term vision.
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The proposed process for establishing a single multi-agency CAD for QPS and DES,
as outlined in Figure 20 which should aiso be read in conjunction with
Recommendation 11 of this Report, is as follows:

DES completes ESCAD;
QPS procures a state-wide CAD solution, including:

o In respect to CAD systems, a joint definition of interoperability, further
to that contained in the Glossary, is agreed (by end 2008 as a limited
Preliminary Evaluation);

o QPS tender includes consideration for interoperability between QPS
CAD and ESCAD, and proof of interoperability capability by
prospective vendors during the tender evaluation process; and

o Interoperability costs be considered for inclusion as part of the
business case for the QPS CAD, with costs associated with
establishing interoperability to be borne equitably between the two
departments;

QPS and DES re-examine a common CAD at a mid-life upgrade of
ESCAD; and

Overseeing interoperability (middleware is likely to form the solution)
should be a role for mutual assurance governance body.

The extent to which CADs also are jointly managed has not yet determined, and was
not in-scope for this assessment.

An exampie high level description of possible interoperability outcomes is described

below!

Single Multi-Agency system — Seamless activation of all response
agencies by the initial receiver of a call upon committing information to the
system. No additional functionsfeffort required by the call taker of the
agency receiving the initial call. Protocols for established during initiat
CAD system architecture development. Optimises the response times of
all agencies, increases efficiencies within communications centre
operations, and offers enhanced public safety.

Separate systems — high degree of interoperabiiity — call takers are
able to notify other agencies of requests for assistance with a high level of
seamlessness and without the necessity for operator intervention.
Systems still require middleware and CAD system architecture.

Separate systems - low degree of interoperability, e.g. ICEMS (Inter-
agency CAD Electronic Messaging System) for transfer of jobftask data
between agencies. Still requires call taker intervention to activate
message facility and insert free-text data for nature of assistance required
from the receiving agency, and receive message and initiate response by
receiving agency. Requires middleware and CAD system architecture.

Separate systams (current situation) — no interoperability or messaging
functions. Time consuming - requires agency personnel to contact other
response agencies by telephone or other communication methods. Poor
level of response in terms of public safety. In the worst case callers make
multiple calls to ‘000’
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business case (all costs of establishing interoperability to be shared
equitably by the agencies);

12. the Public Safety Communications Governance Working Party prepare
terms of reference, which will include project reporting guidelines, for
preliminary evaluations and related activities to be conducted in first half
of 2008 for the following sub-projects;

a.

mobile communications - requirements for public safety, leading
onto a business case for jointly provided voice (radio) and mabile
data for both agencies;

communications centres - rationafisation (preparation of a joint three
to five year communications centre rationalisation plan);

CAD - single multi-agency solution (single CAD across the
agencies);

Fixed data networks - strategy for common fixed data networks
including requirements for Radio over IP (RolP) and Voice over IP
(VoIP) across both agencies (consultative engagement with
PSNMC); and

Telecommunications architecture - to include support for virtual call
centre capability;

13. a communications plan for the new governance body be prepared and
implemented.
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Desliverable

Economies of scale /
Economies of scope

Emergency ICT Network

ESCORT

Geographic Information
Services {GIS) Seclion

Geographic Information
System (GIS)

Governance

Information

information and
Communications
Technology resources

information Standard

An item that a project has to create as part of the requirements.
It may be part of the final outcome or an intermediate element on
which one or more subsequent deliverables are dependent.
According to the type of project, another name for a deliverable is
a ‘product’,

Cost savings in production, purchasing or support functions
realised by combining organisations and achieving higher
volumes. In the context of the PSCP SA, these savings may be
achieved through, for example, shared infrastructure (scale) and
efficlencies in service delivery and training (scope}.

The fixed data network which underpins connectivity between
centres.'®

Emaergency Services Communications and Operational Resource
Tasking Computer Alded Dispatch system (Current QPS CAD).

Commanly referred to as GIS, this QPS Section provides a range
of services retated to mapping and spatial information.

Geographic Information System - system for capturing, storing,
analysing and managing data and associated attributes which
are spatially referenced to Earth.

Governance refers to how all agencies involved in a project or
process {individuaily and collectively} make decisions relating to
the establishment, management and control of the people,
policies, processes and structures which enable collaborative
and informed decisfon making.

Any collection of data that is processed, organised, classified or
communicated in order to serve a useful purpose or represent
knowledge in any medium or form. This includes presentation in
electronic ({digital), print, audio, video, image, graphical,
cartographic, textual or numerical form.

“The resources the agency needs to meet the Informational
requirements of the agency and its clienls, and carry out the
agency's operational responsibiiities, including:

(@) information obtained, produced or supplied by the
agency,;

(b) the information systems of the agency;

(c) equipment or facllities that support the agency's
information systems, including, for exampls,
communication equipment or software;

(d)  the agency’s human resources.”?’

A published document which sets out technical or other
specifications necessary to ensure that a material or method will
consistently do the job it is intended to do, i.e. ‘what’ must oceur

19 Pyblic Safely Communications Project, Service fdentificafion Report (SIR), Version 4.1, Draft, Quesnsiand
Government, Brisbane, 18 April 2005.

W Financial Administration and Audit Act 1977, Financial Managemant Standard 1397 (QLD), 13 Oclober 2006
{onling QPS Corporate Intranet] PL. 7, Schedule 6, [Accessed 29 September 2008],
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Interoperability

Mobile Data Network
(MDN)

National Coordinating
Committee for
Government
Radiocommunications
(NCCGR)

Operational Plan
Performance Indicators
Projects In Controlied
Environments (FRINCE2)
Program or program of

work

Project

Project Assurance
Framework (PAF)

to achieve the desired result.

The capacity to transfer and transform information between
different technologies (from different vendors), allowing users to
share the information.

A communications system allowing real-lime remote transmission
of, and access to, multimedia data including voice and video, as
well as remote access to corporate applications.

Established in late 2003 from a national wili to address the core
issues of spectrum and inter-jurisdictional operations, and to
ensure that the relavant issues are considered and discussed
within a national framework.

This describes the terms of reference of the operation of a unit. It
includes details such as name, purpose, mission, targets and
administration.

Performance indicators are compiled from the information
recorded in the running sheetfs etc and include; number of
operations per quarter, number of people arrested, amount of
property restrained, assets forfeited.

A project management methodology developed by the UK
Government.

A program is a portfolio of projects and activities that are
coordinated and managed as a unit such that they achieve
outcomes and realise benelfils,

A project is a particular way of managing activities to deliver
specific oulputs over a specified period and within cost, quality
and resource restraints.

The Project Assurance Framework sets the foundation for
ensuring that project management is undertaken effectively
across the Queenstand Public Sector, and that the Government
achieves value for money from its significant investment in
project activity,

The Project Assurance Framework defines generic project stages
and includes guidance material to support existing project
management processes in each stage.

It is complemented by the introduction of the Gateway Review
process which promotes independent reviews at the completion
of key project stages to provide assurance that projects are
positioned to successfully progress to the next stage.
The Department of Infrastructure and Planning is coordinating
the infroduction of Gateway reviews.

The Project Assurance Framework and ils associated guidance
material provide broad-hased general guidance on project
management and set the high-leve! parameters that may be
evaiuated in Gateway and other project management quality
assurance processes.
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Project Management

Public Safety
Communications

Public safety network

Public Safety Network
(PSN)

Queensland Government
Chief Information Office
{QGCIO)

Redundancy (hetwork)

Resilience {network)

Robustness (network)

RolP

From June 2008, Treasury officers are conducting a broader
consuitation program involving ait government agencies, with a
patticular emphasis on consulting with those agencies whose
core business involves project management activities. Once this
consultation has been completed, the Project Assurance
Framework in its entirety will be considered by Cabinet.

When complsted, the Project Assurance and Value-for-Money
Frameworks, complemented by any existing departmental project
management processes, will represent the minimum standards
for project management and assurance across the Queensland
Public Sector.

The planning, monitoring and contro! of ail aspects of the project,
and the motivation of all those involved in it to achieve the project
objectives on time and to the specific cost, quality and
performance.

The ICT resources (except HR} supporting frontiine emergency
services response and response management.

A wireless communications network used by emergency services
organisations, such as police, fire and ambulance services, to
prevent or respond to incidents that harm or endanger persons or
property.

A fixed fine [P-based network provided for QPS, JAG and DCS
and managed by the Public Safety Network Management Gentre
(PSNMC).

Established to provide strategic leadership, management and
advice to ensure that whote-of-Government information and
communication technology initiatives deliver maximum benefits.

Refers to the level of back-up capability of a network, allowing
overflow during peak times, and selection of pathways to fit
operational requirements. Redundancy capacity also impacts on
the resiliency of the network.

Refers to the capacity of the network to recover from failure and
ensure continuity of service. Resilience is dependent on the level
of availability of alternative pathways configured by installing
redundant links which become operational if the primary link faits.

Refers to the capacity of the network to recover from disruptions.
Generally, the shorter the path between two links or nodes, the
more robust the network will be.

Radio over Internet Protocol - radio interoperability that
extends VoIP to radio repeaters and base stations. RolP is
enabied through hardware devices, such as between new and
legacy radio systems or land mobiie radio and a computer or
PDA,
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To work, devices are connected at base stations that are
connected to IP gateways. At the IP gateway software wiil
transcode the voice communication into IP packets which is then
transmitted through to one or more other gateways to be
converted into the fanguage of the device being used. This is
what enables the different types of devices to talk to each other.

The purpose of the Strategic Assessment of Service
Redquirement pre-project stage is to provide information to
agency CEOs to assist them in making an informed decision
regarding whether to initiate a project to meet an identified
service need. The Sfrategic Assessment of Service
Requirement pre-project stage facilitates a considered response
to an identified service need, and clear articulation of the
outcome sought to ensure that the response that is developed
will be effective and deliver value for money for Government.

Strateglc Assessment (of
Service Requirement) The key activities undertaken during the Strategic Assessment
of Service Requirement pre-project stage are to:

* Define the need to be addressed and outcome sought, and
identify its contribution to government priorities and
outcomes

s Scope the outcome sought

+ Identify potential solutions to achieve the oulcome

+ Develop a detailed plan and budget for conducting a
preliminary evaluation of the potential solutions

» Seek approval to proceed.

Voice over Internet Protocol - a protocol optimized for the
transmission of voice through the Internet or other packet-
switched networks. Voice-over-IP systems carry telephony
signals as digital audio, typically reduced in data rate using
speech data compression technigues, encapsulated in a data-
packet stream over IP,

VolP
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APPENDIX B-8: QPS BASELINE - RADIO SYSTEMS

The QPS currently owns and operates 2 different types of ultra high frequency {UHF)
radio networks within the 450-470 MHz radiofrequency spectrum for general policing
operations. These networks provide the primary means of communication belween
District and Regional PCCs and mobile or foot patrols enabling operational command
and control.

Within the Brisbane Metropolitan area QPS uses a voled, digitally encrypted, secure
voice UHF radio system. All other districts use a number of UHF analogue non secure
voice systems. All digital radic equipment used by QPS enables the use of encryption,
which ensures privacy of voice traffic across those systems. The implementation of the
Brisbane Metropolitan digital system was driven by the Olympic Games in 2000 and
Commonwealth Heads of Government Meeting (CHOGM) in 2002. A special allocation
of Commonwealth funding was provided to implement a secure network for each of
these events.

Stand alone digital radio bases are also installed in selected districts across the State
and are utilised for special operations requiring secure voice communications, The
Brisbane metropolitan digital system (and the stand alone bases) are now approximately
eight years old and well over due for replacement. Portions of the regional anatogue
systems are in excess of 10 years old and also well over due for replacement. in the
absence of a digital radio or digital communications strategy these systems continue to
be refreshed thus maintaining basic mission critical communications needs.

QFS proposes to develop a State-wide Digital Communications Strategy in 2008-09.
This strategy would demonstrate inlegration with current and future emerging iCT
projects and provide direction regarding digital communications for QPS. This strategy
will also assist development of scope for a project to replace the current analogue radio
systems and out-dated digital system. Following development of the Strategy, a
Business Case and funding submission for this Strategy will be submitled in late 2009
(seeking funding for implementation in 2010-11).

Due to differing operating radio bands and differing transmission modes, the issue of
interoperability and seamless communications still presents a challenge for internal
communications as well as interagency communications with other emergency services.
Expansion of functionality and interoperability capability could be achieved utilising
modern radio systems.

Presently QPS has access to 120 UHF radio channels for use across the State. This
allocation of channels is also shared by other Police Services, most significantly the
NSW Police Service. Particularly in the south eastern corner of the State, alllocation of
those channels is such that expansion of networks by the addition of further
infrastructure will resuit in radio interference issues between users. If a digital trunked
mobile radio network were to be implemented, it would need to be commensurate with
an allocation of more radiofrequency spectrum in a different part of the UHF portion of
the spectrum where there is a greater number of channeis available. This has been the
practice in other Australian states where Police and Emergency Services have adopted
digital trunked technologies. The Australian Communications and Media Authority
(ACMA) has also advised the various Police Services that portions of the 450 — 470MHz
band where QPS (and many other organisations and businesses) presently has all Land
Mobile licence aliocations will need to be vacated by all users at some stage to meet
international compliance requirements.
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Transferring to a digital communication network has many advantages in terms of
information security and data convergence, and will provide a more effective and efficient
communication platform. Market demand for radiofrequency spectrum (spectrum) shows
increased interest from non-government agencies in the current spectrum allocated to
police and emergency services, The advancement of digital technology also sees a very
high risk that the current product support for analogue systems will be withdrawn within
the next 2-3 years.

To date, funding to replace the existing aging QPS networks with more modern
technologies has not been available. A majority of Police and Emergency Service
agencies across the world have identified and adopted the benefits of migrating to digital
trunked voice radio networks. To move QPS toward modern voice communications
technologies there is a need for Queensland Police to establish a radio strategy with a
view to implementing a state-wide multi-agency digital trunked radio network.

in late 2003 the QPS in partnership with Telstra initlated a trial of a digital trunked mobile
radio network in the Sunshine Coast and Redgcliffe Districts of the North Coast Region.
The tria! also included QAS and QFRS and demonstrated to users that multi-agency
independent operational capability is easily accommodaled using the same
infrastructure.  The tria! also demonstraled that a number of agencies sharing
infrastructure is more economically viable than agencies operating independent parallel
and similar networks. Further, the trial also demonstrated that as the same infrastructure
is used, differing agencies can interoperale in relation to an incident if required or
desired. Experience of those interstate Police and Emergency Services has also
supported the findings that QPS made in the North Coast Region trial.

When the QPS introduced the present secure digital networks for general policing in the
Brisbane metropolitan area, there was widespread dissent by the various media
organisations and other eavesdroppers as they had lost access to information that was
valuable to them. As a result, a number of the media organisations complained to the
State Government and the Crime and Misconduct Commission (CMC). Subsequently the
CMC conducted an inquiry with public hearings.

In December 2004 the CMC released the findings of their inquiry into media access to
police communications.” The document titted Striking a Balance examined the impact of
secure digital radio communications upon the media and its ability to monitor police radio
communications. This new technology was seen as preventing the public from having
access to information on police activities through media reports. The Commission made
14 recommendations to ensure the transparent sharing of information whilst also
protecting the privacy of individuals concerned. In September 2006 the Service
implemented a dispatch data-feed system known as Media-access-to-CAD (MatCAD).
Data from the Brisbane CAD system is forwarded to the MatCAD system and is
accessible by authorised media organisations to enable transparent monitoring of public
information.

Whilst there is no current plan to expand the digital radio network across the state, it is
envisaged that a state-wide digital radio communications plan will be developed and
implemented within the next five years. In considering emerging technology, the
Commission expects that where the QPS plans to expand the digitat radio network, that
the principle of transparent communications also be applied regionally.

1 QPS, Draft Asset Strategic Plan 2008-2012, 29 August 2008.
? Crime and Misconduct Commission, Sfrking a Balance: An Engquiry into Media Access lo Police Radio
Communications, Queensland Government, December 2004
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The QPS has in excess of 460 UHF land mobile radio licences which form the basis of
the networks for police communications across the State. Those bases are housed in
dedicated radio sites owned and managed by a variety of organisations. Of these sites
165 are owned or managed by QPS and 335 sites are owned and managed by
organisations such as QRail, QAS, QFRS, Energex, Ergon, National Parks, Shire
councils and building owners. Some of those systems operators also occupy QPS sites.
A majority of the bases associated with the above licences are interconnected by over
350 microwave and UHF radio links, and Telstra leased landline services to form
networks controlled from Police Communications Centres. ACMA licence fees alone
cost QPS in the vicinity of $600K per annum,

In terms of joint communications systems the police and emergency services share a
local common stand atone UHF radio repeater. This repeater provides connectivity
between focal emergency services communications centres in the event of failure of all
other communications systems. This system is ulilised by police and emergency
services and 19 other delegated agencies.

QAS presently utilise a small amount of data capacity on the QPS microwave network
operating though the south eastern corner of the State. This network is aging and may
become redundant when a digital trunked network is implemented to QPS. This mobile
data network is becoming aged and may be replaced at some stage by a more modern
system. It is anticipated that QPS will be implementing a mobile data network to deliver a
CAD product and other desktop services to mobile patrols, It is reasonable to assume
that the carriage of this state-wide product will be via a third party supplier network,

The QPS state-wide UHF radio network has an estimated cost of $60M and comprises
software, firmware and hardware components. The network incorporates both analogue
and digital systems that are in excess of 5 years old and due for reptacement (including
the Brisbane digital UHF radio network). Radio communications are considered mission
critical for operational police and a refresh program should be established (similar to the
desktop PC refresh program) to ensure continual supporl and related funding of the
network. Radio network ptanning and related decision making needs to be integrated
with strategic planning to ensure reliability, optimum functionality and efficient investment
in converging technologies recuired for modern policing and smart investment from a

whole-of-government perspective.

Note: Additional voice communications systems are utilised to provide coverage in areas
where the primary UHF systems are not present (commonly referred to as black spots).
High frequency (HF) radio, very high frequency (VHF) marine, UHF citizens band, local
council VHF radio, and satellite systems are utilised across the state to complement the
UHF systems. Whilst this strategic assessment will focus on the primary UHF radio
communications systems, it is recognised that a radio communications strategy would
encompass all radio communications technologies.
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APPENDIX B-9: QPS BASELINE ~ MOBILE DATA

At this point in time the QPS does not operate a mobile data network (MDN) as part of
the public safety communications system. Contact from communications centres to
mobile response crews is through the radio communications system.

The QPS currently utilises a mobile data service offered by Queensland Transport (QT)
to access transport related data. The Mobile Integrated Network Data Access (MINDA)
system, accesses information in real time that is stored in TRAILS, POI, VOI and
POLARIS. QT owned PC's are installed into QPS vehicles (generally traffic) and access
the system via the OPTUS General Packet Radio System (GPRS) network (and will be
transitioning to Next G in the near future). A disc is also supplied for use in off-air
situations and for use in water police vessels.

Additionally, the QPS Forensic Service Branch (FSB) internally developed a Forensic
Register which comprises a database (Microsoft SQL Platform) that integrates with
QPRIME. FSB officers enter data in the field on a portable tablet that accesses the
Telstra 3G network for data exchange,

The QPS recognises that Mobile Services is an essential element in the delivery of
Policing services to the people of Queensfand. Investment in Mobile Services is a
significant step for the Queensland Police Service. [t is critical that investment of this
nature is made with a clear view of service delivery and identification of multi - agency
efficiencies in accordance with strategic direction of the Queensland Government.

In July 2007 the QPS Mobile Services Strategy was completed after undertaking broad
consultation with internal and external stakeholders including the Department of
emergency Services and representatives from the QGGIO. For the purposes of
maintaining a current operational context within the strategy, the term ‘Mobile services’
as opposed to ‘Mobile Data’ was used to encompass a range of operational
communications functions transmitted on State owned and in some cases private carrier
networks, however, the Strategy does not include radio or telephony services.

in June 2008 a Business Case for QPS Mobile Services Business case was released to
QPS Senior Executive for consultation and review. The Business Case incorporales the
direction set out in the QPS Mobile Services Strategy (2007) and focuses clearly on the
need for ‘real time' intelligence and information for front fine police. Enhanced Officer
Safety and more effective information and resource management practices are the key
business drivers within the Mobile Services Strategy and Business Case.

Mobile Services wili be a critical medium for operational officers and management for
accessing significant Information Management applications including, QPRIME and
Computer Aided Dispatch (CAD). The delivery of corporate information to operational
officers via wireless mode will return substantial benefits in operational time and more
effective management of human resources and corporate information.

Potential benefits will include additional operational policing hours currently spent in
police establishments will be directed towards a more visible police presence in the
community and improvements in reduction of crime and crime detection will be delivered
through the ‘real time' access of crime intelligence and reporting systems to police on the
beat.

3 QPS, Mobile Services Sirategy, 2007.
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APPENDIX B-10: QPS BASELINE - FIXED DATA NETWORKS

The public Safety Network (PSN) Management Centre provides the core fixed data
service requirements for the QPS up to and including both Wide Area Networks (WANs)
linking locations across Queensland, Metropolitan Area Networks (MANs), linking
buildings in a central business district (CBD), and Local Area Networks (LANs), linking
individual workstations or floors within a building. The current scope of the PSN does
not include provision of voice, video and mobile infrastructure and services and also
does not include information applications, servers or any terminal/desktop infrastructure
or services.

Service for these ancillary items is managed by the QPS Information Systems Branch.
The PSN has the ability to carry traffic for voice and video services commonly referred to
as Radio over Internet Protoco! (RolP) and Voice over Internet protocol (VoIP). These
services and systems are available between defined interconnection points (hence the
use of the term ‘fixed’).

The PSN together with the Radio and Electronics Section have conducted a trial of RolP
and currently provides services for approximately 80 sites. To date the RolP project has
been conducted as a successful trial. To fully gain the benefits of this technology for
other users and for the PSN to include this service as a catalogue product, a business
case must be developed and submilted to the PSN Management Centre for
consideration and further legitimate action.

The PSN is designed to play a major part in supporting the delivery of substantial
poriions of the Mobile Services, State-wide Digital Communications, and Telephony
technologies, and will provide a medium for convergence of these technologies. For
example, in the Radio over IP (RolP) project, where radio communications are being
supplemented, enhanced, and provided with greater fiexibility and operational contro! by
use of the PSN as a linking technofogy (as opposed to traditional radio linking type
technologies).

The PSN is one of the first areas whereby traditional data, radio, and telephone and
satellite technologies is able to leverage off each other to provide convergent
technologies to benefit the QPS and other participating agencies. Successful delivery of
the PSN thus remains a high order priority for QPS, and for other agencies in the public
safety cluster.*

1 QPS, Draft Asset Strategic Plan 2008-2012, 29 August 2008,
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APPENDIX B-11: QPS BASELINE - TELEPHONE SYSTEMS

Telephony and satellite services will continue to have a key role in the provision of
effective alternative and converged networks to sustain policing operations state-wide.
External to QPS, factors such as changes in telecommunications carriers’ exchange and
network technologies are altering how QPS felephony and satellite services are
provided. As the carriers refine and improve their design, management and delivery of
new technologies, these will underpin ongoing delivery of resilient and reliable converged
networks.

The QPS Telephone Coordination Unit (TCU) is now finalising the Obsolete
Replacement and Communications Upgrade Programs, which have delivered
operational and business improvements through renewed or refreshed assets,
equipment, and services. The Telecommunications Asset Management & Technology
Refresh Program was commenced in Q2-2008 to manage significant assets ongoing.

The use of alternative ICT services and technologies will provide significant opportunities
io extend the service value of voice and data networks in higher demand centres, as welt
as minimise exposure of smaller stations to asset costs. In Q3-2008, trial and evaluation
of internet protocol voice services against current service levels and costs will
commence across a range of technology and convergence strategies.

Significant areas of communications black-spots still exist for QPS and given ongoing
and sustained increases in population across the state, a commensurate reduction in
areas of poor or nil communications is needed. Satellite technologies and services will
bridge the gap to ensure adequate communications for these areas.
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APPENDIX B-12: QPS BASELINE - CAD

Police communications centres currently operate two separate response management
systems to capture data related to calls for service and the management of the
associated resources allocated to service delivery. The first of these systems is the
emergency services communications and operational resource tasking (ESCORT) CAD
system. This system was internally developed and contains a number of standard CAD
features such as address validation, address history and 000 Calier Line Identification
allowing for the management of incident information®.

ESCORT CAD is located within five of the police communications centres (Brisbane,
Cairns, Toowoomba, Townsville and Gold Coast) and is integrated to a central data
storage facility. When ESCORT CAD commenced operation in 1990 the
communications centre managed on average less than 300 incidents per day. In 2005
the system was estimated to manage 1550 calls per day with a peak of 2,000 calls per
day.® Until recently this system regularly experienced slow network speed and loss of
connection when overloaded. Overload arises during peak times, negatively impact
productivity and service delivery, increases missed calls and increase undue stress
within the PCCs. Due to its age, the supportive knowledge base diminishing, software
and hardware support becoming obsolete and other fimiting factors ESCORT CAD has
been analysed as a high risk and is currently a high priority of the QPS for replacement.’
An internal project is currently underway to reptace this product. In the interim, internal
information technoiogy (IT) support personnel have been assigned to address the
network issues with some success.

The other system is an internally developed Information Management System (IMS)
(which is linked to a 4D relational database) that commenced operation in the late
1980's. This system is utiliised by the remaining 18 PCCs. it is a stand alone system
that is focally administered and isolated from other IMS systems and the ESCORT CAD
system. The sharing of information between centres is limited as is the sharing of
information between ESCORT and the IMS systems.

The IMS system is currently operating version.6.7 and is over due for upgrading to the
current version 2004 software. The 2004 version of software has been benchmarked
against the previous version and provides extra benefits in terms of performance and
functionality. Whitst a maintenance agreement still exists with the vendor, the inclusion
of software upgrades was not extended in a previous review of the maintenance
contract. The vendor typically supporis the current and previous version of software for
their product. The vendor is currently developing the next version on a Microsoft SQL
platform (which would provide compatibility with QPS and industry standards). To date
no time frame has been nominated for the replacement of the IMS system. Indicative
costs for 100-120 licence upgrades from the vendor are estimated at $80,000°.
Upgrading the software licenses will extend the product life and also provide redundancy
as a back-up in the event of ESCORT CAD failing.

Although this product is utilised with several regions, progressing such an upgrade would
be best considered and funded from a strategic perspective such as the approach taken
to the ESCORT CAD replacement project. The aspect of regionalisation appears to be a
barrier to progress this need in terms of funding and could best be supported from a
centralised perspective.

5 Searle, QPS New CAD Business Case, 15 January 2008

6 QPS, ESCORT System, {Organisational & Technological} Risk Assessment, 24 Jan 2005.
T Ibid.

8 QPS, Minutes of Incident Management System Review, 9 September 2008.
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ESCORT CAD and IMS are ageing systems that have well exceeded their life span.
These two systems function as stand alone systems and are not connected to a mobile
data network thus the function of electronic dispatch of data is not enabled. Support for
both the hardware and software is difficult to locate and expensive to procure. 1t would
be uneconomical to propose and integration of wither system to the current generation
QPS Records Management System (QPRIME). Interfacing the current systems to DES
CAD systems is also restrictive due to capacity issues and uncommon architecture.
Additional applications such as automatic vehicle location (AVL) or Geographic
Information Systems (GIS) are also inhibited due to capacity and architectural issues and
the absence of a mobile data network.

The QPS has allocated internal funding to progress the replacement of the ESCORT
CAD system. It is estimated that the QPS will progress procurement of a new CAD
product to replace the ESCORT CAD system before June 2009.
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APPENDIX B-13: QPS BASELINE - COMMUNICATIONS CENTRE
FACILITIES

The QPS currently operates 23 police communications centres (PCCs) that are
geographically iocated across the state to meet (population) community needs. These
centres form the hub of the public safety communications system and are the main
source of initial contact with the community. Of the 23 centres, 21 receive 000 calls and
non-emergency calls for service by call-takers within the centres (Emergency 000 calls
for Warwick and Dalby are received at the Toowoomba PCC).

The telephone system is considered the major interface between the community and the
QPS with approximately 85% of cails for assistance, all 000 calls and general inquiries
being received by telephone. Details of calls for service are recorded in a designated
database and dispatch of response crews is coordinated via the PCC Communications
Coordinator (ComCo).

These centres are located within the district police headquarters and generally operate
under the authority of the District Officer. This configuration allows for each centre to
have direct control of respective resources located within each district.  This
configuration also mirrors the current Emergency Management mode! of 23 district
disaster management groups.

Due to their district location PCCs share the use of existing telecommunications
infrastructure with the exception of Brisbane which has a dedicated private automated
branch exchange (PABX)®. Their location within existing QPS facilities has led to some
PCC operations being conducted in workspaces that are not designed for police
communications duties. Other relevant issues include some locations being un-secure,
and with a lack of basic staff amenities. In many focations the PCC also maintains a
capability to establish a Minor/Major Incident Room (MIR} in or adjacent to the PCC.

Each centre operates wilhin a region with the regional headquarters typically located in
the greater populated area, of the region such as Cairns, Townsville or Brisbane. In
some districts communications centres are linked to the regional headquarters via radio
networks, however this is generally not the rule. The QPS fixed data network generally
connects desktop computers used in these centres to various databases including
QPRIME, and corporate applications such as the QPS intranet and e-mail,

However, the electronic systems used to capture call data are generally stand alone
systems and hence offer little in terms of centre redundancy. As individual centres with
no central or unified command, inconsistencies exist in relation to standard operational
procedures (SOPs), system codes and training differs between centres, again impacting
upon redundancy factors.

In 2007 the North Coast Region (NCR} initiated the process of rationalisation for police
communications centres to a regional model with the amalgamation of their
Maroochydore and Redcliffe communications centres. This model is based on the QPS
Telecommunications Review that was commissioned by the Manager of TCU in 2003
The driver for this change was based largely on the growth in population and hence a
considerable increase in calls for service from the community. An opportunity of sharing
a facility with the Department of Main Roads allowed for the establishment of a purpose
built multi-agency government communications facility. The NCR PCC has a 13 year
lease and expected occupancy of the facility is earty 2010.

YR Barllett, L Sheahan, 2003 Telecommunications Review, QPS, 2003,
¢ |bid,
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The move to rationalise PCCs to a model of 7 regional centres was recently endorsed by
the QPS senior executive. Due to the associated interdependencies this project
mandate has now been incorporated into the QPS computer-aided dispatch (CAD)
project. The implications of such a significant change and impact to the organisation
demands detailed planning.

The need for a PCC rationalisation strategy is critical to identify cause-and-effect
relationships between process actions and desired results and is key to ensuring a
smooth transition for the organisation in terms service delivery and productivity.
Consideration of business aspects; organisation structure; human resource implications
including training; processes and technology is essential. In terms of ICT investment
aligning investment with strategic priorities capability and capacity is essential.

The QPS CAD/Police Communications Centres Project is currently preparing a strategy
for the rationalisation of PCCs. An outline of this strategy and an estimate of costs for
Cabinet Budget Review Commission (CBRC} is expected to be complete by mid October
2008. The completion date for the detailed study of the PCCs is the end of April 2009.

The move to rationalise PCCs to a regional model presents an opportunity to review the
PSCP sub-project of the Joint Communications Facility Pilot-Townsville (JCFP-T) from a
holistic perspective. In 2006 specifications and draft floor plans for a QPS/DES co-
located communications centre were prepared by the Department of Public Works
(DPW) Project Services group. In 2007 a feasibility study (draft business case) was
developed based on a location in Ocnoonba. To date these documents have not been
endorsed by the PSCP SC. Whilst out-dated in terms of cost, business need, service
demand or strategic priority these documents may provide some basis for review at an
appropriate time.

At this point in time there is a risk in allocating further resources to this project
whilst it remains in isolation and not part of a coordinated service-wide program of
work. In the absence of a rationalisation strategy for either QPS or DES this sub-
project should be closed and consolidated into developing strategies. The move to
a co-located facility without sufficient strategic planning, whist it may serve to
superficially support the concept of shared infrastructure may well negatively impact
upon other more strategic planning activities of both agencies.
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APPENDIX C: STAKEHOLDERS CONSULTED

Documented Interviews Stakeholders Consulted

Queensland Pollce Service

¢ Deputy Commissioner lan Stewart
(C-4)

+ Mr Paul Brown (C-4)

+ Assistant Commissioner Paul
Stewart (C-4)

+ Ms Diane Hotchkis {C-3)

¢ A/Chief Superintendent Grant Pitman
(C-5)

Department of Emergency Services
* Commissioner Lee Johnson (C-6)
» Commissioner David Melville (C-2)
» Mr Gary Taylor {C-7)
¢ Mr Arthur O'Brien (C-1)
¢ Mr Terry Beitz (C-8)
Department of the Premier and Cabinet
e Ms Kirrily Booker {C-10)
* Ms Susie Krimmer (C-10)
Queensland Treasury
e Mr Terry Dann {(C-9)
e Mr Graham White (C-9)
Department of Publlc Works
¢ Mr John Spinaze (QGCIO) (C-11)
'« Mr Bob Gumett (QGCTO) (C-11)

Queensland Police Service
e Inspector Jim Kennedy
¢ Mr Brian Durrant
« [nspector Grant Searle
e Mr Gary Davis
¢ Mr Dennis Lutierall

Department of Emergency Services

* Mr Bob Polter

¢ Mr Geoff Meehan

* Ms Yolande Yorke

= MrWayne Gale

¢ Ms Christine Stower
s Mr David Brown

¢ Mr Patrick Byme
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DES is 1/18th of QG, but with QPS, we are 1/9th.
Premiers and Treasury favour collaborative service provision.

Governments may have difficulty gauging the state of PSC networks during
normal operations.

Are current PSC capabilities adequately aligned with the business
{strategic priorities}?

Some known problems and DES has plans in place to address some of these —
i.e. QEOC for SE Corner communications

Have difficulty spending some recurrent budgets — (i.e. QAS Virtual Call Centre
Environment has been funded for two years but is not delivered).

Do you believe that the current state of your PSC systems is impacting
upon the agency’s service delivery?

Yes.

For example, lack of AVL for QFRS significantly impacting the SE comer and
statewide AVL for QAS is required.

CAD implementation problems indicate need for improving governance around
the systems

We have examples of both good and bad projects. Change management is good
when senior management buys-in.

More complex projects are amongst the less successful projects. Project scope
creep is an issue.,

We are able to budget for incremental changes (in PSC), including coverage
enhancement, However, we do not have budget for major (generational)
changes.

Lack of systems in the Volunteer space is a limitation

Need to develop appropriate interfaces — For example, QAS and QLD Health,
EMQ and Local Government.

Aged infrastructure — Age of some DES infrastructure impacts. Increasing
sustainability issues and we need to look at a different way of doing things.

Pent up demand for infrastructure repiacement,
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How would you rate your organisation’s maturity level in regard to
effectively managing and planning the technologies associated with PSC:

Leve! 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 - Embedded - Sound technology performance management practices
are used across the organisation to drive the business,

Level 4 — Leading - The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

Level 2 (Top end)
Come a long way in the last 5 years. For example, QAS eARF.

Level of maturity embedded in our governance structure (Level of Reporting).
DES’s rigour in funding allocation for projects makes ICT Services “jump through
hoops” to get anything going.

Payment of “rent” to DPW (for common facilities) can be managed to have the
same impact on DES as capital funding our own buildings. This is relevant to the

JCFT proposal.

FUTURE ENVIRONMENT:

5.

What external (or collaborative} drivers are shaping the way you will do
business and the way you will use PSC services?

There is a strongly held view that public safety organisations ¢an share resources
— i..e common CAD platform.

Drivers include: national directions, political pressure, central agency pressures,
and, audit and sustainability reviews.

Sometimes at odds with Government Policy — e.g. don't close things in remote
areas, regionalism of service delivery.

What whole-of-government factors will affect future investment in PSC
capability?

QPS & DES need to develop a Key Statement about future direction out of the
Strategic Assessment (SA), agreed and lived by QPS and DES for years to
come. If we each go alone, we will be “picked-off” by central agencies,

For example, the future could be one Qld Gov't radio network but separate
Communications Centres. The call taking and dispatch functions are too different
between services.

If technologies converge, then joining centres makes sense. if technologies or
systems do not converge, then why come together - i.e. the call taking models
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are sufficiently differenf. Ambulance call takers sit with dispatchers and provide
medical advice over the telephone. Fire call takers quickly capture information
(and then end the call). {Presume) Police call takers more like Fire. If no
common CAD, what do we get out of being in the same building?

| observed in London (ambulance) call takers and dispatchers separated on two
fioors. In Melbourne, in a shared facility, ambulance call takers and dispatchers
are specially trained.

What cross-agency consideration will affect future investment in PSC
capability?

Refer {0 answer to 6. above.

What parts of PSC services should be internally / individual agency
managed?

No preference for sourcing arrangements. Need to know how much it will costs
and will it work. Communications centres could be together or separate. We
need common radio systems.

What parts of PSC services could be alternatively sourced?

Refer to answer to B. above,

JOINT PSC PERCEPTIONS:

10.

With regard to joint or shared PSC capabilities, how would you rate your
organisation’s maturity level in regard to 1) investment decisions and 2)
operations? {Level 1-4}

Level 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with stalutory requirements for public
governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 - Embedded - Sound technology performance management practices
are used across the organisation to drive the business.

Level 4 - Leading - The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

About five years ago we where stuck in the beginning stages (Level 1). As
of about two years ago we have made some progress {Level 2). PSN is
an example,
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11. Please suggest (5) key guiding principles you feel should apply to
investment decisions affecting joint or shared PSC capabilities.

These could include: evidence based decisions; partnership model; collaboration;
unity of purpose; and, efficiency, effectiveness and cost.

The issue is the enormity of the gap and so even with the best intentions it is hard
especially when there is not government commitment to make it happen.

PSC - Agreed Statement of Purpose and Intent.

People are passionate about their sphere of influence but they need to be the
same about the “big picture”.

PSCP SC - Develop an agreed model for Business Case development and
submit jointly.

GOVERNANCE:

12.  What barriers constrain business outcomes related to joint ventures in
PSC?

Refer to response in Question 1. (RE: Visibility of problems) and Question 2. (RE:
Need to make a quantum leap in the technologies).

13. Please comment on the current governance arrangements of the PSCP.
Only been to one meeting of the PSC and so do not yet have a view.

14.  How could investment decisions in (potentially joint) PSC be best decided?
Appropriate governance arrangements are required fo improve collaborative
decision making.

16. How could operational provision of (potentially joint) PSC capabilities be
best managed?

No strong views.

16.  What is your vision for joint PSC ventures between QPS and DES?

Need a staged roadmap — Now; a 3-5 year view; 5-10 year view and a 10-15 year
view.

OTHER {TEMS:

. Any other points you would like to raise?

No.

END.
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2, Are current PSC capabilities adequately aligned with the business
(strategic priorities)?

Overall yes, however, there are number of gaps which include Communications
Centre redundancy, AVL limited to south east corner, in-vehicle navigation a
major priority, mobile duress alarms, black spots in radio network and aged radio
infrastructure.

3. Do you believe that the current state of your PSC systems is impacting
upon the agency’s service delivery?

Yes.,

Major concerns with Communication Centre redundancy and response time
performance, particularly relating to lack to AVL outside of south east corner and in-
vehicle navigation and routing capability.

4, How would you rate your organisation’s maturity level in regard to
effectively managing and planning the technologies associated with PSC:

Level 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Leve] 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development,

Level 3 - Embedded - Sound technology performance management practices
are used across the organisation to drive the business.

Level 4 — Leading - The organisation is proactive, uses internal and exlernal
data to plan for and actively ensure that outcomes are achieved.

level 2.

In a number of aspects e.g. QAS SIMI projects/ESCAD QAS are leading, however, other
areas e.g. the use of mobile data technologies, QAS is starting to slip behind.

FUTURE ENVIRONMENT:

5. What external (or collaborative) drivers are shaping the way you will do
business and the way you will use PSC services?

Greater public scrutiny on ali aspects of ambulance service delivery, greater public
expectation that ambulance services will have access to modern PSC services and
greater expectation that emergency service organisations will optimise collaborative
approaches to PSC services.
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6. What whole-of-government factors will affect future investment in PSC
capability?

There is clear requirement from Qid Govt. that future investment in PSC capability must
be considered across multipfe agencies to ensure Qld Gowt. is not duplicating services
and providing best value for money PSC services.

7. What cross-agency consideration will affect future investment in PSC
capability?

The use of joint infrastructure to achieve value for money options, without compromising
operational services.

8. What parts of PSC services should be internally / individual agency
managed?

Any aspect which impacts on command and control needs to be managed individually,
which includes communication centre staff, however, a large amount of infrastructure

can be provided and managed across agencies with robust SLAs and governance
arrangements.

9. What parts of PSC services could be alternatively sourced?
Mobile radio and data infrastructure.

JOINT PSC PERCEPTIONS:

10.  With regard to joint or shared PSC capabilities, how would you rate your
organisation’s maturity level in regard to 1) investment decisions and 2)
operations? {Level 1-4)

Leve! 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development. '

Level 3 — Embedded - Sound techhology performance management practices
are used across the organisation to drive the business.

Level 4 — Leading - The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

With regard to investment decisions, QAS is open to a joint agency approach which
demonstrates vatue for money.

in regards to rating our organisation in terms of operations, level 2.
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11. Please suggest (5) key guiding principles you feel should apply to
investment decisions affecting joint or shared PSC capabilities.

1. Meets individual agency operational needs;
2. A clear cost benefit analysis;

3. Robust SLA,

4. Robust governance; and

5. All agencies treated as equal partners.

GOVERNANCE:

12. What barriers constrain business outcomes refated to joint ventures in
PSC?

Perception of lack of control and security, cultural barriers e.g. common call takers, lack
of robust SLA and governance arrangements. There hasn't been a long history of
collaboration in PSC services, therefore, there is a hesitancy to undertake joint PSC
Initiatives.

13. Please comment on the current governance arrangements of the PSCP.

A strategic assessment of all PSC services has not been undertaken to provide a clear
roadmap of the future, which has impacted on the effectiveness of the PSC and its
governance arrangements.

14, How could investment decisions in (potentially joint) PSC be best decided?

A rigorous business case needs to be developed and considered by PSC in a fimely
manner.

15. How could operational provision of (potentially Joint) PSC capabilities be
best managed?

Refer five key guiding principles listed under item 11.
16.  What is your vision for Joint PSC ventures between QPS and DES?

That QPS and DES maximise all opportunities for joint ventures including joint
communications centres and joint radio and mobile data opportunities.

OTHER ITEMS:
. Any other points you would like to raise?
No.
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GENERAL DISCUSSIONS:

Core business is core business. Need to protect core business for each agency.
Agencies do not want to get into each other’s core business.

A lot of good work has been done e.g. QAS SIMI (Strategic Information Management
Initiative) Project.

A new governance process needs to be introduced. However, can't hold things up.
Things must happen and initiatives move at a reasonable pace for all. Robust
governance arrangements were required for joint investment in the PSC infrastructure.
Previous and current experience as a member of the PSCP SC and at one stage, as
chair of the PSN, highlight a determined need to improve the arrangements of
collaborative investment in this area to ensure progress in a timely manner. The need
for bona fide commitment was essential to the process and agencies needed to
genuinely be in partnership for any joint proposal, but opportunities to collaborate do
axist.

Seen positive changes within DES since here. In comparison with previous joint
investment associations, a positive change in the commitment of the agencies at the
strategic level is evident,

Joint / Cluster initiatives are acceptable. Given our size, it is harder to deal with large
agencies such as Queenstand Health and Education Queensland.

The Public Safety Network (PSN) is a good model with appropriate communications and
governance. Agencies need to be confident that its business interests are looked after.
However if anything breaks down, need to be able to escalate or at worst withdraw.

The only way to “resonate” with Queensland Treasury is to work through a joint PSC
map. An inter-agency governance model that reflects the joint Treasury Cluster
arrangements or a PSN type model that even included QCS and JAG would be suitable.

The governance process should ensure that each agency's business needs were
addressed and not compromised. The question of giving up some sovereignty to a joint
governance model was supported provided that individual core business needs were not
compromised. (If core business needs were to be compromised then QAS may be a
need to withdraw from such arrangements — as legislatively we have service delivery
obligations under the Ambulance Service Act 1991"" that cannot be put at risk).

Shared facility with a strong governance group and common basic infrastructure should
be the model. Can have finked or attached a joint training structure. In relation to the
building, generally speaking it did not matter who owned the building. The radio or data

" AMBULANCE SERVICE ACT 1991 - SECT 3E

3E Chief executive's responsibility

(1) The chief executive is responsible for the way the service performs ils funclions.

(2) Without limiting subsection (1), the chief executive is responsible for--

{a} defining the objectives, stralegles and policies to be followed by the service; and

(b} ensuring the service performs its functions in an appropriate, effective and efficient way.

Example--

The chief executive could estabiish performance measures for the service.

{3) This section does not affect the chief executive's responsibilities for the depariment under another Act,
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networks could quite easily be shared and the associated technical support for these
networks could also quite easily be shared.

Concerns with the mobile data network ‘getting a bit of age’ and having issues interfacing
with the new ESCAD system. QAS was supportive of QFRS utilising their mobile data
network {Mobitex) provided that it did not interfere with the current QAS business needs
and services.

Support for Joint facility in Townsville (JCFP-T). However, need to develop redundancy
capability in South East Queensiand (a “big” issue) — so potential completing priorities.
JCFP-T was not considered the highest priority of QAS at this stage. This sub-project
should be considered in relation to business needs and such a pilot could be focated in
another part for the state and that the agencies would need to review this sub-project in
relation to the current and short-term planning and also medium to long term pianning
with an overarching communications strategy for joint centres and also the impact of
projects on other projects. Short term achievements would be commensurate with the
agencies maturity level and more complex investments and changes once appropriate
fevel of maturity achieved. Any governance arrangements should be regularly reviewed
{at least every 3 years) and annual review of joint PSC investments.

Joint centres are essentially ‘co-located centres' where each service performed their own
business needs including call taking and dispatch. At this stage and due to clinical/
medical aspects associated with QAS call-takers and dispatchers (and their level of
training and understanding of the business — intellectual capability) shared / common
call-taking was not feasible. The QAS engage a star training process for secondary
triage and this presenter higher risk to the community if calls for service were not
managed by suitably trained personnel. The resources and sustainability of this training
was also considered onerous and there is a great deal of quality assurance supporing
these processes.

The drive for common call taking could present a barrier from all agencies in moving
forward into joint investment or joint centres as the level of maturity of each agency in
refation to joint investment in ICT is considered fow at this stage (QAS - level 2 —
developing competency). To reduce the risks associated with such a significant
business change, each agency needs to develop it's capability to a higher level of
maturity. From a service perspective 60% of 000 calls are received by Ambulance - 30-
40% of 000 calis are received by Police.

There is a potential for transition to the model of shared call-faking in the future 7-10
years but not at this stage.

QAS are more advanced in the process of rationalising their communications centres
and are familiar with the change management process associated with such a significant
change. QAS model considering a 4 centres — not yet decided.

QAS call taking is very specialised (i.e. need specialist clinical qualifications) and hence
is core business and is not negotiable for any sharing model in the foreseeable future,
QAS also has some specialist operations and Counter Terrorism (CT) requirements.
Radio channeis are specifically required for this.

Queenstand Police Services (QPS) have special security needs that are non negotiable
—e.g. in reiation to the security of voice (encryption) and also CT requirements.

END.
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I am currently re-planning the ICT Strategic Plan — and expect that your output from the
Strategic Assessment Report will be an input into the new ICT Strategic Plan ‘as
an architectural roadmap that is incremental’.

The roadmap should include the broad steps about how the agencies will progress these
— as it will take a couple of years — it's that road map — how we can engage (technology
investment drivers — end of life) including prioritisation — and governance that are the key
elements (there is allot of good will already established).

CURRENT ENVIRONMENT:
1. What are major business drivers infiuencing your (agency’s) use of public

safety communications (PSC)?

Investment in current projects, call centres, QPRIME, radio, Policelink, CAD PSN Mobile
Services separate projects within the QPS - mush less external projects with other
agencies like Crimtrac, IJIS and Queensiand Transport (QT).

How do we harness investments to get better outcomes ~ i.e. silos with interconnections
and this needs to be improved.

2, Are current PSC capabilities adequately aligned with the business
(strategic priorities)?

Yes but enhanced cohesion-synergy is required to obtain optimum benefits - in a
planned incremental scalable way. There is an impact — technology refresh — silo.

3. Do you believe that the current state of your PSC systems is impacting
upon the agency’s service delivery?
Yes.
. CAD officer safety
. Mobile apps — QPRIME self serve
. Radio — integration
. Policelink
. Disparate information
4, How would you rate your organisation’s maturity level in regard to

effectively managing and planning the technologies associated with PSC:

Leve! 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 — Embedded - Sound technology performance management practices
are used across the organisation to drive the business.

Level 4 — Leading - The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

Level 1 - Beginning.
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Points to note include;

Cohesion: separate projects run in silos
Projects: Program issue

New Mgt: new architecture ~ the architecture and strategies are critical and non
existent within QPS at present.

Internally skills set — capability — need to be sourced. This is a critical RFO which
needs to occur ASAP to provide capability for ICT and needs to assess types of
arrangements, risks, costs etc so a decision can be made on the model! for gearing
up resources as required and model for ongoing maintenance.

Need for — sourcing strategies that represent QPS’ best interest (as we deliver this it
needs to be in alignment with a planned approach — critical)

Need for — numerous information strategies.

Use existing projects e.g. PSN project and mobile program and consider how best to
integrate for delivery.

One of the issues QPS faces is we are at the back-end of other agency limited
planning and reactive approaches e.g. Traffic QLD Transport with be lead agency
and introduce new road safety legislation throughout the year. There is a huge
impact on our police at the end of the day. There is often no funding provided,
solutions are not fully thought through but legislative change occurs and QPS needs
to deliver, systems, interfaces, business processes etc to support the change.
Starting to set up a engagement with ext agencies for the w-o0-g program of works as
part of planning and demand management so we can plan, architect and manage the
agreed, prioritized program of joint work, govern it and mange the changes to it
(Including costing the work effort). The benefit will be that we can focus and achieve
the agreed outcomes e.g. IJIS, CRIMTRAC, QT etc).

The capability across government needs to be enhanced also to support all
agencies.

Internally for example - Operations Support Command is looking at adding another
task management system and another GIS and Business Intelligence system
specifically for traffic matters. The vision is to have only one system which brings
together the required data for the business. As we manage these projects in silos
we are burdening at leve!s below the decision levels to engage and commit to inter-
agency priorities. Good people at executive level approve 'in principle’ interagency
initiatives — external agencies then contact operational police within the Commands,
who make agreements, attempt to manage the projects and do not understand the
need for standards etc then [CT are required to carry out sometimes significant work
without funding etc.

There is a disconnect about how we deliver our business holistically, how we plan,
fund it and mange it and manage delivery and any changes The result is some of
these changes e.g. legislation changes impact upon our capacity to deliver our
agreed program of work and manage changes in a structured way. QPS are not
really in a position to bid for funding for these additional tasks yet we are at the back-
end of making them happen. We are not actually getting the benefits — there is a
significant requirement for our police to capture data for other agencies and this is
not our core business. Better management decisions are required in this regard —
There is a need for QPS to be involved at the front end in the planning to get the best
benefit for all.
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In terms Communications Centres there are many interdependencies and in terms of
rationalization, there is a government direction with regard to sharing within the cluster in
order to gain funding - joint strategies and business cases are required to be successful.
QLD Government is looking for economies for scale and value for money. With QPRIME
this is the first time QPS has delivered a significant benefits management plan and after
approx 6 months from the final release a report regarding the benefits actually harvested
is required. In terms of benefits realization ‘maturity’ is a key factor i.e. to actually realize
the benefits and achieve economies of scale. Organisational maturity is required to
realise the benefits therefore the roadmap needs to recognise our actual ability to grow
with this. The organisation needs the market capabilities to help us deliver the required
work and QPS also needs management capability to align the project appropriately,
further additional organisational

capability is required in an ongoing arrangement to maintain the outcome.
Organisationally there is only so much capability and only so much capacity.

FUTURE ENVIRONMENT:
5. What external {or collaborative) drivers are shaping the way you will do

business and the way you will use PSC services?
QLD Treasury ~ Value for money — economies of scale — opportunities for rationalisation.

6. What whole-of-government factors will affect future investment in PSC
capability?

Joined up services e.g. where police and ambulance communicate seamlessly on route
in response to a multi-agency incident.  Physical integration of services —
interdependencies between projects (PSC elements) identified and mapped. Policelink-
QPRIME-CAD (interdependencies). PSN is a good example of this investment process.

7. What cross-agency consideration will affect future investment in PSC
capability?

The integration of all this between agencies and the interdependencies and the external
connections is critical.

In an ideal world, it would be nice to have the same systems that met everyone's
requirements — realistically there are different requirements for the Services and the
reality is there may be different systems to meet those needs.

In an operational context what is important is that we are able to communicate to each
other — it's the integration of those systems that is key — and the individual needs
of each agency need to be met. To capture information that we can share - being able
to bring together (integrate) the data from those systems and sharing that information —
in a way that allows enable our people to do their business. Being able to gather the
data from those systems and sharing information and some infrastructure over
time is achievable.

At the end of the day — it's about people.

© The State of Queensland (Queenstand Police Scrvice & Department of Emergency Services) 2008 42



8. What parts of PSC services should be internally / individual agency
managed?

Not being specific in terms of the PSC elements - we do need to work out sourcing
strategles that give all of us the best outcome. There are opportunities but it's about
the risk profile and understanding the pros and cons and cost and how it might come
together and be managed ~ this process leads to informed decisions and there is a
change management process here and how we strategise to achieve this.

How do we work together operationally?

9. What parts of PSC services could be alternatively sourced?

Investment decisions — with police good managers who will need good guidance from
this — it's complex and big and risky — walk the managers through this ~ it scales to the
big picture.

In terms of the PSN — QPS does employ contractors In this space who can provide the
capability that doesn’t exist internally — we need to educate the organisation about our
capability and need to resource up with specialist skills when required

The strategic assessment SA has to have some refresh built in.

How do we share information and infrastructure?

JOINT PSC PERCEPTIONS:

10.  With regard to joint or shared PSC capabilities, how would you rate your
organisation’s maturity level in regard to 1) investment decisions and 2}
operations? (Leve! 1-4)

Level 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Leve! 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
deveiopment.

Level 3 — Embedded - Sound technology performance management practices
are used across the organisation to drive the business.

Level 4 — Leading - The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

The organisation is still low — beginning Level 1.
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11.

Please suggest (5) key puiding principles you feel should apply to
investment decisions affecting joint or shared PSC capabilities.

Guiding principles (Refer Attachment 1 for an extract from the ICT Review some of which
are relevant).

i) Need for professional project managers in public safety communications —we
need to support the internal project directors with professionals, skilled across the
entire systems development life cycle including organization change
management. It is not just about a police officer doing a course in project
management but experience using methods and tools across the whole life cycle
including OCM within a similar size and scale in the specific technical/business
space is essential.

if) Plan and architect roadmaps across:

a. Information — source of truth for data and business rules about updating etc.
b. Business

c. Systems

d. Technology

e. Organisational capability

f. People

fii) Deliver a ptan which is flexible and incrementally invest to builds/ capability over
time towards the big picture. There may be a requirement for a specific agency
to do more work within a given year.

iv}) Deliver, where appropriate, integration of business processes and systems based
on business requirements, This is really about value and benefits to both
agencies associated with the shared investment.

v) This does not presuppose that there will be a room with joint agency people all
wearing the same colour shirts and doing the same job. But, there could be co-
location of agency call centres for example if beneficial?

vi) Identify real priorities of each agency.

GOVERNANCE:

12. What barriers constrain business outcomes related to joint ventures in

PSC?

Potentially different time frames; capability; experienced project managers; succession
planning within ICT — some of the barriers. We need to be fiexible and able to decouple.
What out for vested interests.

13.

Please comment on the current governance arrangements of the PSCP.

PSN demonstrates an effective modei.

Need more openness and focus on removing “roadblocks”.

14.

How could investment decisions in (potentially joint) PSC be best decided?

Where economies of scale can be achieved; flexible incremental build to the big picture
that integrates over time.
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15, How could operational provision of (potentially joint} PSC capabilities be
best managed?

Joint governance. Key to educate our people - the Steering Committee/management.
There are areas of capability that need to be sustained — senior executive and other
police — as they move back to operational world from the ICT area we lose this capability
but it benefits in other areas — just recently A/C P Stewart joined ICT - if the QPS intends
to have police in ICT there is an enormous risk in regard succession planning. The QPS
may be placing a police officer as CIO to provide more business focus and in the future
may revert the role back to a civilian CIO. Whatever the direction it is not just the
policing succession plan but having the acumen and the management team to build
and sustain capabllity. Our A/C ICT has implemented some changes to improve
capability but we do need more focus in this area.

16.  What is your vision for joint PSC ventures between QPS and DES?

ICT strategic plan outlines my vision. This is currently under review and there will be
more opportunities,

OTHER ITEMS:

o Any other points you would like to raise?
No.

END.
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Attachment 1

Extract from the ICT Review, March 2008 document created by QPS.
ICT Guiding Principles
The following principles are intended to guide the transformation of the ICT Command.

Principle 1 — ICT services are delivered as a single enterprise.

e« All areas within ICT Command, together with regional ICT staff and external
stakeholders, operate as a single unit to provide seamless services to police.

¢ The enhanced governance framework will provide mechanisms to balance the
QPS strategic and regional requirements.

Principle 2 — ICT enabled business changes are led by the police business and
managed by ICT professionals.

*» Programs or projects delivering the ICT-enabled changes will be led by the
business, and managed and supported by appropriately-skilled and experienced
professionals adopting best-practice methods, processes, and tools.

» Strengthening police leadership within the ICT Command increases alignment to
policing directions.

Principle 3 - The provision of ICT resources and services is managed as a business.
The new ICT Business Model will be based on the iSCo Model (internal service

company).

o Active ICT leadership at all levels is essential to enable cuitural shift to the new ICT
Business Model.

¢ Core services (including resources and key performance indicators) across the
Command will be identified and actively managed. Resource management will be
ptanned ahead in line with budgeting cycle.

» Only retain the management and responsibilities of ICT assets where services
could best be delivered in-house more effectively and efficiently.

¢ Strategic sourcing and relationship management functions are to actively manage
relationships with vendors and external agencies.

Principle 4 — Performance is actively managed.

« The ICT Business Excellence Framework and supporting principles (refer to
Appendix B -~ The Seven Elements of the ICT Review Business Excellence
Framework) form the basis for planning and managing the performance of the ICT
Command.

¢ The performance management process within ICT will be actively managed and
reported annually through OPR or similar process.

¢ There will be increased focus on innovation in service delivery and technologies,
as part of the continuous improvement process.

Principle 5 — The costs associated with support and maintenance will be distinguished
from new worlk/services.

» The effectiveness of governance and decision-making mechanisms shouid be
improved. Increased management understanding and prioritisation of the finite
resources capacity will maximise return on investment and vaiue for money.

¢ Funding for any work in addition to the day-to-day operations for ICT needs to be
considered separately and this work is to be managed as a project.
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o Given that major projects normally require long-term commitment, internal
appropriately skilled staff undertaking major projects will be permanently backfilled,
where possible, to ensure the day-to-day operations are maintained.

» Projects will include fiscal requests for all additional ongoing organisational
capacity in business cases, based on a standard funding model. Examples of
ongoing organisational capacity required are:

o  Business Support Group for ongoing maintenance of business processes.

o Business Intelligence Competency Centre for ongoing support of business
intelligence, decision making and performance management information.

o ISB for Service Desk support.

o Refresh repository tools and content migration e.g. business process
management repository.

Principle 6 - Do not reinvent the wheel but value-add and maximise investment.

» Organisational capability and maturity is to be improved incrementally by
maximising project investment. Projects use best practice tools and ICT services.

s There will be an increased focus on architecture to improve integration instead of
silos of information, systems and technology, to maximise the vaiue of investment.

e To ensure integrated views of the right information for policing, projects will re-
engineer and improve QPS business processes'? and augment the QPS end-to-
end business processes (rather than creating ‘isfands’ of business processes or
systems).

e To leverage the use of information, a new permanent capability in business
intelligence will be established enabling the business to best lead, decide,
measure, innovate, manage and optimise organisationai efficiency and to achieve
performance and financial benefit.

Principle 7 - ICT services and systems are managed as assets throughout the

lifecycle.

o Refresh of all ICT assets (including RES assets) is to be built into financial modeis
within funding cycles.

Principle 8 — Proactive partnerships will be developed internally, with other
government agencies and policing jurisdictions, positioning QPS to be lead (or host)
agency where appropriate.

¢ Foster internal collaboration and communication, and partner with the business to
build confidence and credibility.

e Increased collaboration externally developing relationships to identify process
improvement and shared service delivery opportunities.

% Queenstand Police Service, Office of the Commissioner, Consuftalion Drafl Summary Report from Visioning
Workshop - Key Outcomes, Queensland Police Service, 1 August 2007, p. 1.
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Expectations tend to exceed capacity. Capacity of government to fund all nominated
public safety communications projects for all agencies, internal capacity to
manage so many projects and deliver training needs and change management
aspects and capability to know what we need. For example, QPRIME has positively
demonstrated to government our level of maturity in delivering this project. What also
has to be taken into consideration is the amount of change caused by multiple paraliel
projects that an organisation can absorb at one time. The delivery of QPRIME and the
rofl-out of Tasers at the same time poses enormous training requirements that impacts
upon the organisation’s capacity — there is only so much capacity to deliver change at
one point in time.

2, Are current PSC capabilities adequately aligned with the business
(strategic priorities)?

Yes. QPS has the capability and potential rather than the capacity which has to be
brought in. QPS is more mature now than say 3 years ago. Also, have demonstrated that
QPS can deliver —i.e. QPRIME.

3. Do you believe that the current state of your PSC systems is impacting
upon the agency's service delivery?

Yes —particularly in mobile data, CAD, (voice) radio.

4, How would you rate your organisation’s maturity level in regard to
effectively managing and planning the technologies associated with PSC:

Level 1 - Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 — Embedded - Sound technology performance management practices
are used across the organisation to drive the business,

Level 4 — Leading - The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

Level 3 - embedded (based on QPRIME} - (in fermms of the PSC
projects/environment?)

+« The uniformed staff presence in ICT supports the business needs, coupled with
civilian staff and contractors to assist in the product deliverables. This model has
proven to work well, utilising internal capability and also sourcing external capability
and capacity as required.

« The QPRIME model demonstrates an embedded process of capability with police
officers of the level from Senior Constable to Chief Superintendent. Police
(business-aligned) resources are sourced from the operational environment and then
rotated back to that environment and hence utilise the products.
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FUTURE ENVIRONMENT:

5. What external (or collaborative) drivers are shaping the way you will do
business and the way you will use PSC services?

The government requires that agencies work together collaboratively. The Public Safety
Network (PSN) and Policelink demonstrate the ability to do this, Working collaboratively
has its own complexities that need capability and capacity to manage,

Other drivers include: community expectations, technology convergence and
producfivity.

Sometimes, adjustments can make collaborative arrangements work, For example,
Police joining a project recently required introduction of Police Security checks for non-
Police staff. In the PSN, anciliaries (power, cabling, racks) are being deployed to Police
standards, which call for higher level security arrangements, therefore there is a cost
associated with this requirement as other users will need to move up to this level as it is
not an aspect that can be compromised.

6. What whole-of-government factors will affect future investment in PSC
capability?

The failings of not learning; shared services - for example police have a higher level of
e-mail security requirements therefore in the PSN model discussion is undertaken to
consider all the needs of the users of the network and other agencies move up to that
level because it is the highest requirement.

Need to recognise that in this space, one size doesn’t necessarily fit all.

Other factors include: the fiscal environment, transparency of government and the need
to get the greatest “bang for the buck”.

7. What cross-agency consideration will affect future investment in PSC
capability?

o External community expectations; innovation; converging technologies; government
productivity; increased understanding of ICT by senior management (IS & PB).

o Current strategic directions of each agency. Misalignment of strategic priorities
should not be a barrier - the stepping stones of the roadmap should show when it is
viable for each agency to progress the opportunities. There should be flexibility to
engage at different points along the road.

» Transparency and security and an understanding of the organisations' capacity and
capability;

¢ Governance arrangements in a meaningful way - there is a perceived lack of
governance through misunderstanding — though there is a will to progress joint
opportunities.

s Need mutual confidence and trust.
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8. What parts of PSC services should be internally / individual agency
managed?

1

There should not be any barriers to alternative sourcing of the elements of PSC, all
options should be considered open in this regard. In terms of investment, the balance
between cost effectiveness and risk needs to be included in any considerations.

9. What parts of PSC services could be alternatively sourced?

¢ Practicably ~ for example when the QPS runs out of accommodation, we should look
for joint opportunities to share infrastructure. We have matured very much in the last
10 years. in the past anything that was core services delivery was in-sourced.

» Future considerations should be balanced on cost effectiveness versus risk to core
service delivery.

» Inrelation to shared facilities, individual business needs should be acknowledged as
should IR differences, our maturity [evel and capacity to absorb major changs. [t's
not as simple as re-moveable walls in a co-located communications centre — IR
needs to be given adequate consideration. Collocation would introduce a whole raft
of issues to work through, and

» Transparency and accountability between partner organisations working in
collaborative projects.

JOINT PSC PERCEPTIONS:

10. With regard to joint or shared PSC capabilities, how would you rate your
organisation’s maturity level in regard to 1) investment decisions and 2)
operations? (Level 1-4):

Level 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Level 2 - Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 - Embedded - Sound technology performance management practices are
used across the organisation to drive the business.

Leve! 4 — Leading - The organisation Is proactive, uses internal and external data
to plan for and actively ensure that cutcomes are achieved.

Beginning Level 1 -~ Investments and governance arrangements (apart from the
technical aspect of the QPS microwave network being utilised for the QAS mobile data
network) and the PSCP SC activities. Governance arrangements within ICT are
developing with ICT Program Management and Chief Superintendent of ICT projects
positions,

Level 3 ~ Operationally — Forward Command Post activities (with FSB and their
toughbooks).

Level 4 — PSN perspective. For example the PSN governance arrangements have very
clear terms of reference. The chair of the Strategic Investment Committee is rotated
between the agencies with Justice as the first chair.
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The QPS does not need to be the host agency in all inter/fmulti-agency arrangements —
consideration should be given to who has the most/least amount of large projects and
the capagcity to host such an arrangement.

Re-sourcing/capacity — understandably this is an issue for both agencies as will be the
re-sourcing of the roadmap to progress joint PSC investments. However, QPS has good
structures in place for over the next 5 years that can sustain any PSC related work
program.

11. Please suggest (5) key guiding principles you feel should apply to investment
decisions affecting joint or shared PSC capabilities

. PSC investment in infrastructure should be planned and developed with the
aim of maximising value for money and public confidence and officer safety,
. Infrastructure resources should be focused in areas where they best fit,

meet community demands, or have the potential to be, world-class and
provide international leadership;

. Major infrastructure should be developed on a coliaborative, joint, mutual,
non-exclusive basis. '

. Infrastructure jointly funded should meet the core business needs of each
agency (not just the host/funded agency).

. Funding and eligibility rules should encourage collaboration and co-

investment. It should not be the function of the joint committee to support
individual unigque business requirements;

. Access to appeal;

. Due regard be given to the whole-of-life costs of major infrastructure, with
funding available for operational costs where appropriate;

. Fulier participation of w-0-g agencies where common business needs exist,
shouid be sought;

. Concentrates effort on areas of greatest strategic impact; and

) Reduces the duplication of simitar investments and support arrangements.

GOVERNANCE:

12, What barriers constrain business outcomes related to joint ventures in PSC?
Potentially different time frames.
13. Please comment on the current governance arrangements of the PSCP.

PSN aspects as discussed above demonstrate a very mature model that is applicable
across agencies.

Other good models exist that can be drawn on.
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14. How could investment decisions in (potentially joint) PSC be best decided?
Where economies of scale can be achieved; flexible incremental build to the big picture
that integrates over time. The current budget Review Process is quite explicit in regard
to the consultation/peer review process that is required for shared investment
(consultation with QGCIO) and the vetting/waiting/prioritising of investments.

Suggest that the tools being developed by the QPS Project Unit (OOC) and investiment
Governance Board could be applied.

15. How could operational provision of {potentially joint) PSC capabilities be best
managed?

PSN model - the Network Management Centre and the Strategic Reference Group.
16. What is your vision for joint PSC ventures between QPS and DES?

Driven by government — shared investment where possible; economies of scale.

QTHER ITENS:
. Any other points you would like to raise?

Nit,

END.
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3. Do you helieve that the current state of your PSC systems is impacting
upon the agency's service delivery?

Yes — our systems and structures were designed for the 50's 60's and 70's — calls for
service have exceeded the limit of this technology. IT systems stand alone and tasking
system technologies don't interconnect. For example, CAD was designed when the
QPS received 400,000 jobs per year. This has increased to approximately 1,000,000
jobs per year. This system is not designed for this capacity and hence the impact is that
the system slows and even halts altogether during peak times causing operators to
utilise the hand written card system. The impact is that calls are received and entered
into the system much slower — thus, less calls for services are taken compared to other
states and the average time to answer a call is also longer In comparison to other states.
Additionally during peak times when the system halts and hand-written cards are utilised
to capture the data — it must then be re-entered at a later date. The ESCORT CAD
system is operated in 5 centres and is connected between centres, The IMS system is
utilised in the other 18 centres and the systems are stand alone (not connected to any
other IMS system).

The QPS operates 2 UHF radio networks. A digital UHF system is utilised in the
Brisbane metropolitan area and analogue UHF systems are operated outside this area.
A limited number of digital channels are located in each district for special {(encrypted
operations) vehicles travelling from SER, SR, NCR to Brisbane can communicate with
the Brisbane PCC via specially allocated analogue channels. Additionally, digital
channels are present in these regions for Brisbane mobile patrols to communicate
across boundaries. The impact in experienced by operational response crews and is
highlighted across boundaries during urgent interceptions. Brisbane frequencies
(channel alfocations) are at their limits, yet further growth in required. SEQ experiences
high radio traffic loads with 80% loads typical, peaking up to 95% during
events/incidents.

The CAD system is not interfaced with Emergency Services, and therefore job details
are telephoned through to these agencies. The QPS has not advanced to mobile data
technology from the communications centres to the operational crews. The predominant
technology is voice, which limits our ability to adopt automation systems to enhance
operational response. Our ultimate systems must interconnect Contact centres,
Communications Centres, Major Incident Rooms (whether mobile or static).

The radio networks and inquiry channels are stretched to the limit with excessive
congestion for information with operational response crews waiting up to 20 minutes for
data that could be available within seconds on a mobile data terminal, The radio
systems are end-of-life including the digital system.

Each element of the public safety communications infrastructure is mission critical.
A commander in the filed needs access to at least the same information that the

communications centre has access to. Presenting this information also provides
challenges.

The systems are over stretched and no-longer fit for purpose to meet basic needs.

If service delivery needs are not met then public confidence is at risk.
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Historically we have developed numerous individual databases at the needs of other
(usually central) agencies — thus duplicating workload without increased agency benefit.
This has led to the QPS legacy migration project to consolidate thee systems into
QPRIME. There Is a need for QPS to be actively Involved in the front end planning
of these projects.

4, How would you rate your organisation’s maturity fevel in regard to
effectively managing and planning the technologies associated with PSC:

Level 1 ~ Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 — Embedded - Sound technology performance management practices
are used across the organisation to drive the business.

Level 4 — Leading - The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

Generally Level 2 - beginning and in terms of QPRIME Level 2. PSN probably raises
our maturity fo a Level 34 in Its arena.

Technically Level 2-3, governance Level 1, middle management are ok but the higher
management is level L2,

IT experts can be criticised for not speaking a language that can be understood by
management. Management must also know how IT language and process work.

The QPS also has ‘tactical governance’ for example | have a Telecommunications
Officer and Radio-communications Officer who ensure support for these systems — and
they have a great knowledge in respect to the radio/telephone/voice P requirements.

Forensic Services have successfully employed in-field IT solutions to drive tremendous
savings.

The capability across government needs to be enhanced also to support ail
agencies.

FUTURE ENVIRONMENT:

5. What external (or collaborative) drivers are shaping the way you will do
business and the way you will use PSC services?

Drivers include:
«  Community needs,
» technology drivers such as RolP and VolP,
» radio frequency spectrum sharing.
* Cost saving benefits — such as the introduction of Radio over Internet Protocol
(RolP).
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in terms of the fixed data network (public safety network (PSN)) and Policelink, a range
of automated or semi-automated information services could be made available to the
community to increase community assurance — such as information on increasing home
security.

Benchmarking and reporting requirements are increasing and will continue to do
so. Productivity commission points in this direction. In the UK National
Neighbourhood

Policing Standards (and performance metrics) are published and each service reports
against them and against local standards as well.

6. What whole-of-government factors will affect future investment in PSC
capability?

W-o-g ICT initiatives; value for money; economies of scale; shared infrastructure.

A complex world with different dynamics to deal with in urban and rural areas — i.e. PSN
maybe has been of more benefit to rural areas.

7. What cross-agency consideration will affect future investment in PSC
capability?

Business needs.

QPS and DES have different operational requirements.

8. What parts of PSC services should be internally / individual agency
managed?

Not being specific in terms of the PSC elements — we do need to work out sourcing
strategies that give us all the best outcome?

9. What parts of PSC services could be alternatively sourced?

Managed services could be provided for radio and mobile data networks — important to
retain some internal capability especially in regard to planning and internal contract
managers that understand the technology and the business requirements.

Communications centres are not as high a priority as the (fixed and mobile) networks to
enable larger investments such as QPRIME and realise the full benefits.

JOINT PSC PERCEPTIONS:

10.  With regard to joint or shared PSC capabilities, how would you rate your
organisation’s maturity level in regard to 1) investment decisions and 2)
operations? (Level 1-4}

Level 1 — Beginning — Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.
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Leve! 2 — Developing Competency — Supervision and monitoring systems are in
place. Several elements of technology performance management need further

development.

Level 3 — Embedded - Sound technology performance management practices
are used across the organisation to drive the business.

Level 4 — Leading — The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

Technically Level 2-3, governance Leve! 2, middle management are ok but the higher
management levels is Level 2.

Generally Level 2 — beginning and in terms of QPRIME Leve! 2. PSN probably raises
our maturity to a Level 3-4.
Need to consider the establishment of an innovation group.

1. Please suggest (5) key guiding principles you feel should apply to
investment decisions affecting joint or shared PSC capabilities.

a Enhancing integration

. Enhancing capability

. PSC investment in infrastructure should be planned and developed with the
aim of maximising value for money and public confidence and officer safety;

L Infrastructure resources should be focused in areas where they best fit? —
meet community demands? Or has the potential to be world-class and
provide international leadership;

. Major infrastructure should be developed on a collaborative, joint, mutual,
non-exclusive basis.

. Due regard be given to the whole-of-life costs of major infrastructure, with
funding available for operational costs where appropriate; and

. The Strategy should seek to enable the fuller participation of w-o-g
agencies where common business needs exist.

Generally we are creatures of habit hence need to look at addressing organisational
cuiture.

GOVERNANCGE:

12. What barriers constrain business outcomes related to joint ventures in
PSC?

Historical barriers.
13. Please comment on the current governance arrangements of the PSCP.

Not too sure as | am not closely involved in them.
14, How could investment decisions in (potentially joint) PSC be best decided?

There is a need to nurlure specific ICT support from QGCIO, greater engagement with
QGCIOQ, understanding their policy in regard to ICT strategic planning and w-o-g
initiatives and how that fits into our strategic planning both corporately and from the ICT
perspective. Actioning the policy and engaging other government agencies with similar
needs to ensure maximum benefits. It is understood that in terms of the w-o0-g ICT
initiatives and findings within the SDPC Review of ICT Governance in the QLD
Government that agencies are still developing their {CT capability and maturity.
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Generally there needs to be enhanced visibility of the ‘communications' aspects of ICT
as it refers to public safety communications.

In comparison NSW and Victoria Police, these states had the Commonweaith and
Olympic Games as drivers (with funding) to enhance their PSC systems.

QPS still does not have a radio strategy, this needs to be developed so that each
agency can advance to any Integrated discussion.

16. How could operational provision of (potentiaily joint) PSC capabilities be
best managed?

Collaborative Command Centres, in person or virtually. Conduct of joint exercises

{(recent pandemic exercise example). Imposition of external drivers has been the cause
of improved collaboration interstate (Olympics in NSW, Commonwealth Games in

Victoria).

Premiers and Treasury could state more clearly their requirements (which would permit
management to leverage required outcomes).

CT is a little unique though and covered by legislation.

We must “start ploughing in one corner.” PSN can provide useful lessons. If radio can
be aligned, it offers great opportunities.

A productivity dividend wili be the driver of any actual change

16.  What is your vision for joint PSC ventures between QPS and DES?

Whilst QPS and DES have different operational requirements, | think the nexus with
Emergency Management is increasing.

PSN could greatly assist everyone in regard to their command centres and the current
silo configurations enhancing interconnectivity and data services.

Technology tools making policing smarter. Unified centres with shared utilities (such as
radio and data {mobile and fixed) networks).

The vision has to come from the top down.

OTHER ITEMS:
. Any other points you would like to raise?
Nil.

END.
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CURRENT ENVIRONMENT:

1. What are major business drivers influencing your (agency's) use of public
safety communications (PSC)?

There is a real need for Geographic Information Services (GIS) to assist in situational
awareness and command and control from the frontline back to the communications centre.
WA has a program called SLIP where GIS data is updated and accessible. Digitalised
computer mapping is critical today, we should be able to move away from traditional maps
(where skills are diminishing) and move to modern technology. Contemporary CAD is highly
reliant on mapping.

GIS also intersects Incident Command Systems (ICS). There is work underway in a national
sense; Fire Services have all adopted the AlIMS system.

Each government agency has its own role to play. Somewhere above that is the consolidated
view, if we could provide a platform for a w-0-G GIS, there would be great benefits.

The major business drivers are ensuring the effectiveness and efficiency of service delivery.
Communications is a critical component of this and is required 24/7. Lack of redundancy and
infrastructure support is hurting DES and hence DES needs to move away from our current
piece-meal approach (“smell of an oily rag”) to a new dimension of service delivery.

From an incident command and control perspective, drivers include improved voice
communications and the need for greater data to and from the incident scene.

Need for a Common Operating Picture at state (i.e. QEOC) communications centre, and in-field
fevels — i.e. where are my assets/resources? Nowadays we need more than a one dimensional
view of the incident and to have it presented in meaningful ways. Currently we are immature
and solutions are done “on-the fly". Another way of looking at this is C4 (Common, Control,
Communications and Computing) needs to be done in a more consistent manner.

Regarding CAD, operators can lose spatial awareness and we need to address this (i.e.
common operating picture). Related is the loss of resource awareness for operators as QFRS
does not have AVL. Also GIS displays are very useful such as electricity layers, building plans,
etc. In general, CAD (i.e. ESCAD) is highly dependent on GIS — but cadastral data is currently
incomplete. WA has a good GIS model! (i.e. SLIP),

2. Are current PSC capabilities adequately aligned with the business
(strategic priorities)?

Overall yes, however, there are nhumber of gaps. For example, each agency has its own role to
play. We need to build platforms that are scalable for whole-of-Government views if it is
appropriate for the particular incident/event.

Incidents are generally managed well, but often are based on personal relationships - but can
fall apart when under pressure., However, we rely on voice radio too much.

Need better interoperability. Currently relationships cover “holes in the wallpaper’. Need to
progress a Joint Operating Model/Joint Command System. Police command from the facility
(i.e. “the rear’) and QFRS command from the field as we send our senior people forward.
Closed group (i.e. fire ground channel) communications is important.
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Now dealing more and more with scientific information related to the incident (i.e. plumes
leading to road closures, etc). Community has a heightened awareness of incidents and impact
and hence command decisions and therefore higher-level strategy and communication based
on community expectations are now common —i.e. ICC to ROCC to SOCC to the Public.

3. Do you believe that the current state of your PSC systems is impacting
upon the agency's service delivery?

Yes.
Very much dependent on aged technologies.

In 1990 QFRS comprised 81 individual fire brigades (i.e. boundaries). In 2008 we are one
service (urban and rural) and now there are no boundaries, so we have come a long way
since then. QFRS is not funded through consolidated revenue (nor was QAS up until
recently) and so was not in a position to apply for capital investment funds. Hence we
adopted the ‘cottage industry’ approach where all services in the country used to pitch in
and set up communications towers or systems

The amount of money (primarily capital) that can be directed to ICT and communications
technology is very limited. Importantly, QFRS is not funded out of consolidated revenue which
limits QFRS’s ability to do anything other than largely maintain the status quo with PSC.

DES needs to communicate with Government better why we need funding. Currently we are
still in a “cottage industry world". For example, in my career we built radio sites and this stil
happens to a lesser degree today.

On the surface we manage incidents well. This is generally true because of relationships with
officers out there all the time. That covers up the holes in the wallpaper. Police lead most
things. QFRS look afier fires and chemical hazards. Moving to a joint operational principle or
unified arrangements could provide some benefits. QFRS generally have senior officers
attending incidents who can make decisions immediately based on experience. Whereas QPs
have more junior officers who may not be as experienced and need to wait for senior officers to
arrive at the scene to make decisions. GIS could assist in this regard by allowing visual images
to be viewed by the command centre to allow rapid decisions to be made. There appears to be
a tendency for QFRS to manage incidents from the front whereas QPS tend to manage
incidents from the rear (communications centre).

Efficiency and effectiveness is impacted upon by not having the modern tools to help inform and
with decision-making. This is where | support unified command.

4, How would you rate your organisation’s maturity level in regard to
effectively managing and planning the technologies associated with PSC:

Level 1 — Beginning - Limited capability for managing technology performance across
the organisation. Agency complies with statutory requirements for public governance.

Leve! 2 — Developing Competency - Supervision and monitoring systems are in place.
Several elements of technology performance management need further development.

Level 3 — Embedded - Sound technology performance management practices are used
across the organisation to drive the business.

Level 4 - Leading - The organisation is proactive, uses internal and external data to
plan for and actively ensure that outcomes are achieved.

Level 2: Not level 1 — but we are at Level 2 - not any higher.

© The State of Queensland (Queensland Police Service & Department of Emergency Services) 2008 62



Subject to market pressures and our ability to get and retain quality people.

Part of the problem in government is that we are suffering an industry shortage in technical
communications skills. Thefe is difficulty attracting and retaining technical personnel.

FUTURE ENVIRONMENT:
5. What external {or collaborative) drivers are shaping the way you will do

business and the way you will use PSC services?

Unless DES and QPS go forward as one, we won't get the necessary investment from the
Queensland Government,

Key to the future is integration at multiple levels.

There is a quantum leap of technology available today, but we can't be experimental in a
“production” environment. However, “band-aids” have been applied for a long period of time.

QFRS/DES will always do business but without investment we don't have any "power” — i.e. the
necessary information available to make well informed decisions.

For QFRS, deployable capability has been built and commonly used. The growth area for
QFRS is in rescue, hazardous material and deployable capability.

if we have time on our side — how can this be utilised to make more informed decisions and
hence achieve better outcomes for the community? This is where PSC can make a difference.

We know that there is a quantum leap in technology and we cannot afford to go into a
production environment especially with our mission critical communications — we should not
venture into big risk unproven (bleeding edge) technology.

However, if nothing happens in the PSC space - then we will continue to do business and
provide a service.

6. What whole-of-Government factors will affect future investment in PSC
capability?

Often the initial information supplied about the incident is different to reality. Need to build
processes and capability from the ground up — i.e. used in events, small incidents and then able
to expand to be used in disasters, etc.

Factors all relate to the demands from “above” - i.e. “need to know”, keeping the D-G,
Minister and even the Premier informed with timely, properly authorised information.
Information flow up and down the chain of command. Information today almost instantaneously
goes through to the Premier on a much more regular basis. There is a better way to keep
senior political personnel from a w-0-G perspective better informed. Again GIS could assist in
this area.

Can the common operating picture do this?

Strong linkage to environmental aspects as QFRS essentially protects life, property and the
environment.

Pressure to ensure that the community has confidence that the government of the day has it's
“act together”.
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7. What cross-agency considerations will affect future investment in PSC
capability?

Refer to Question 7 above,

8. What parts of PSC services should be internally/individual agency
managed?

DES needs high availability and reliability mission critical communications services. There is a
trend to outsource PSC services. | believe in refationships built on trust and there is a tendency
to develop this internally and not so much with an external provider who is running a business
for profit. Unsure if DES can get this from a commercia! provider — or from any other agency —
e.g. experience with Shared Services has not been good.

Provided service delivery arrangements were in place with high level performance indicators the
networks could be externally managed. We could still maintain a core group for in-field
command and control communications.

For example, QFRS needs technical support and capability as part of the Incident Management
Team (IMT).

Maybe a compromise solution is needed here — i.e. only outsource the network?

We need a high degree of technical support available 24/7 that's part of the command team.
You do need ICT that are part of your command as well as the communications centre.

A model similar to the Army where they have communications officers and technical officers
would benefit in-field command and control activities.

My concerns stem from the government shared services provider — the benefits are yet to be
realised.

State-wide digital radio and possibly state-wide mobile data.
9. What parts of PSC services could be alternatively sourced?
“Having a bet each way".

Structure of current capability could be improved, but again, need trust and faith in any service
model.

What is core business? — For QFRS it includes command and control communications to
support field operations. Need to get the right model!

Spiderman concept progressed before common-operating-picture — i.e. sphere of operations (a
web).

Short duration incidents were common, but now getting more pressure to support longer
duration incidents and events. QFRS supports many other agencies at incidents and events.
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JOINY PSC PERCEPTIONS:

10.  With regard to joint or shared PSC capabilities, how would you rate your
organisation’s maturity level in regard to 1) investment decisions and 2)
operations? (Level 1-4):

Level 1 — Beginning - Limited capability for managing technology performance across
the organisation. Agency complies with statutory requirements for public governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in place.
Several elements of technology performance management need further development.

Level 3 — Embedded - Sound technology performance management practices are used
across the organisation to drive the business.

Leve! 4 — Leading - The organisation is proactive, uses internal and external data to
plan for and actively ensure that outcomes are achieved.

Level 1: Historically just couldn’t get to Level 2. However, now hopefully weil on the way to
start to move forward.

Important to have priorities aligned.

PSCP SC has been frustrating due to the mis-alignment of priorities between agencies. When
we started the joint CAD replacement project, the QPS said their system was fine hence we
moved to replace our system as a matter of urgency with the interim CAD.

11. Please suggest (5) key guiding principles you feel should apply to
investment decisions affecting joint or shared PSC capabilities.

Common-operating-picture

Unity of purpose

Alignment of priorities

Robust governance, and

@ &~ 0N =

Must be interoperable.
GOVERNANCE:

12. What barriers constrain business outcomes related to joint ventures in
PSC?

DES at capacity.
Personalities have recently helped.
13. Please comment on the current governance arrangements of the PSCP,

Decision makers need to take the “bull by the horn” to address current pent up demand
pressures.

14. How could investment decisions in (potentially joint) PSC be best decided?

Unity of purpose — must move together or we won't move forward.
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15. How could operational provision of (potentially joint) PSC capabilities be
best managed?

Refer five key guiding principles listed in response to Question 12,
16.  What is your vision for joint PSC ventures between QPS and DES?
Must have alignment as part of the vision.

Sometimes it doesn't hurt to come last, i.e. Government Radio network (GRN) as we are
historically good with lessons leamnt.

»  You must get alignment.
»  Respect each agency's individual priorities.
»  We can be united.

OTHER ITEMS:

» Any other points you would like to raise?
No.

END.
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» Enhancing ambulance response times;
» Enhanced operationat capacity, capability and safety;

» Establishment of a statewide virtual communications centre underpinnad by the
implementation of ESCAD, the statewide telephone management system and inter-
communications centre radio coordination;

» Addressing reliance on the radio networks; and
> Electronic connectivity to support the delivery of operational systems and services.

2. Are current PSC capabllities adequately aligned with the business (strategic
priorities)?

The capability has been aligned with priorities to date. The priorities themselves are
changing as public expectations of service delivery and the nature of demand changes.
Clients are reacting to this change faster than infrastructure and ICT solutions are able to.

There is definitely a lag.

3. Do you believe that the current state of your PSC systems is impacting upon
the agency’s service delivery?

Yes. There are a lot of systems developed internally that are not sustainable into the future
in terms of support yel they keep developing these systems anyway and when they finafly
can’l support them hand them back over. There is a challenge to build the relationships with
people internally and explain the impact and issues with internal developments that are not
supported by industry. To build trust via communications —need to sit down and talk to them
(ICT staff} about the options and sustainability. DES has tightened their governance with
the C&IC - all ICT projects now have to get approval.

They are adequate for now, but will not provide for the future. The real issue currently is
that significant resources are needed to maintain and grow what we currently have.

The current state of DES capability across the range of PSC elements is varied reflecting
the organisational priorities and financial investment and funding capacity. Refer operational
communications diagram. DES acknowledges that it is grappling with a range of aged and
obsolete infrastructure which requires investment.

Specifically:

» Over the past few years, DES has been progressing a communications centre
modernisation program to provide console expansion capability and upgrade afl
communications centres to support the introduction of ESCAD.

» ESCAD is currently being rolled out with 6 regions implemented.

» DES does not currently have digital radic networks supporting operations. DES
operates a Mobitex mobile data network supporting QAS operations in South East
Queensland only. QFRS does not currently have mobile data capabilily. Both QAS
and QFRS would seek to implement mobile data throughout the State to support
incident response and dispatch.

» Business-grade connectivity is required to support the delivery of statewide systems
and facilitate the expansion of Radio Over IP (RolP} as appropriate.
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4, How wouid you rate your organisation’s maturity level in regard to effectively
managing and planning the technologies associated with PSC:

Level 1 -~ Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 — Emhedded - Sound technology performance management practices are
used across the organisation to drive the business.

Level 4 — Leading - The organisation is proactive, uses internal and external data to
plan for and actively ensure that outcomes are achieved.

Level 1.
» Need a risk mitigation strategy

» To get the leverage we need the patinerships — for example if we are leasing the
same product greater leverage.

» Continue to question why are we developing so many systems that are not
sustainable instead of buying them?

FUTURE ENVIRONMENT:

5. What external (or coilaborative) drivers are shaping the way you will do
business and the way you will use PSC services?

Cost effective approaches to service delivery which meet DES-specific requirements
consistent with community expectations and scale of requirement.

6. What whole-of-government factors will affect future investment in PSC
capability?

The government does not have a nelwork strategy for the state. Whole-of-government
needs to be proactive for the agencies.

Queensland Treasury is seeking to minimise its investments in capital infrastructure through
joint initiatives and collaboration across Queensland Government agencies.

Factors include cost pressures, performance efficiencies, and ihe key priorities of
government require that DES moves o invest in digital mobile capability.
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7. What cross-agency consideration will affect future investment in PSC
capability?

There are a lot of Commonwealth programs because we do that in a small agency. DES
does wall in the immediate response — recovery is handed back to local government and
communities. There is a gap whole-of-government agency perspective — so they give that
fo DPW who only look at the buildings.

DES will consider participation in any cross-agency initiatives which will deliver cost-effective
approaches to address the department's capability requirements in terms of the PSC. DES
has signed a Memorandum of Understanding with Ergon Energy to share information in
relation to UbiNet.

8. What parts of PSC services should be internally / individual agency managed?

None of them — anything could be outsourced depending on a business case of the cosls
and benefits. It must have proven benefits in both the short and fong term.

Those capabilities which refer diractly o discrete agency service provision. Communications
centres would most likely remain under internal management for the foreseeable future.

9. What parts of PSC services could be alternatively sourced?

Key challenges __ Digital radio. Discussion on the QPS microwave links utilised by DES for
the mobile data network — not familiar with these arrangaments.

Any options considered for alternative sourcing must be cost-effective for DES in our fiscally
constrained environment. Options could be explored for mobile data and fixed data

networks.

JOINT PSC PERCEPTIONS:

10.  With regard to joint or shared PSC capabilities, how would you rate your
organisation’s maturity level in ragard to 1) investment decisions and 2)
operations? (Level 1-4)

Level 1 — Beginning - Limited capabilily for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Level 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 — Embedded - Sound technology performance management practices are
used across the organisation fo drive the business.

Level 4 ~ Leading - The arganisation is proactive, uses internal and external data to
plan for and actively ensure that outcomes are achieved.

We missed the hoat with PSN on the initial occasion and then the 2nd occasion. Once
governmen! made the decision DES should have gol on board then. Al the time we only
had 'x' connected. PSN were not taking on dial-up so DES chose to opt ouf and address all
needs as a complele package elsewhere.
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Probably leve! 1, as organisationally DES does not have previous experience with joint
initiatives within the PSC context.

". Please suggest (5) key guiding principles you feel should apply to investment
decisions affecting joint or shared PSC capabilities.

Redundancy and risk.
The guiding principles would include:

» Provide mutual benefit for participating agencies with a clear Public Safety
community benefit;

» Provide a fiscally responsible and cost-effective solution for the respective
organisations;

» Be derived through a rigorous, structured process supported by a substantiated
business case aligned with each agencies strategies and future operational needs;

» Being overseen by an appropriate governance structure, possibly a joint
Communications Investment Board responsible for:

> Project oversight including adherence to the appropriate whole-of-
Government methodologies and framework; and

» Performance reporting including return on investment and benefits
recognition.

» Be departmentally endorsed by the respective Director-General/CEO.

GOVERNANCE:

12. What barriers constrain business outcomes refated to joint ventures in PSC?

Barriers include lack of understanding of the respective businesses, differing business
requirements, priorities, timelines, funding capacity, technical environments and security
requirements.

13. Please comment on the current governance arrangements of the PSCP.

The PSCP needs to change from a Project Steering Committee and become a standing
Joint Investment Board. CFOs and CIOs of each agency need to part of the new board.

14. How could investment decisions in (potentially joint) PSC be best decided?

Investment decisions could be made following detailed consideration of joint business cases
identifying a range of possible options including in-sourced and alternative sourced service
delivery models. These options should be considered for both specific agency versus joint
approach. The business case must be overseen by an appropriate governance structure
including joint representation.

15. How could operational provision of (potentially joint) PSC capabilities be best
managed?

Management options should be a key consideration of the business case.

© The State of Queenstand (Queensiand Police Service & Department of Emergency Services) 2008 o



16.  What is your vision for joint PSC ventures between QPS and DES?

The vision is — ‘Delivery of cost effective outcomes for agreed agency priorities which are
developed in a spirit of cooperation and collaboration’.

OTHER ITEMS:

e Any other points you would fike to raise?

Previously “ownership”" and control of process has impeded the progress of joint
undertakings. DES and QPS are in a mature organisational position now where this is less
likely to occur. Even so, the potential for this to reoccur needs to be openly recognised and
managed.

In the past the highest level of governance works — D-G level.
Lack of action — hasn't achieved as much as it could have (PSCP SC).
QEOC due for construction next year.

Mr Taylor expressed a hope that the QPS would re-engage with the JCFP-T project.
Discussion and reference to the Aug 2007 minutes demonstrated that the interest was still
there and that the PSCP SC had placed the project on hold pending the further work in
regard to QEOC.

GENERAL DISCUSSIONS:

Focus of late on front line services and hence support areas were not being recognised for
the good work they are doing — (“not loved” feeling).

Three 3 major corporate projects:
1. QFRS Operational Management System {(OMS);
2. QAS Strategic Information Management initiative (SIMI); and
3. DES CAD (ESCAD)
have taken 2-3 years from their start before operations are seeing dividends.
How DES is funded is an issue. Essentially operate as 3 departments, each with their own
source revenue and with Acts that limit what can be done with the funding outside of

line/core business for each service. This model limits the strategic options for DES.

Physical things get funding (i.e. water, roads, etc), but not intangible things such as pubtic
safety — not politically “sexy”,

Unions focus on their respective core equipment and not on any ICT that might be of
assistance.

Do CITEC have the service capability of PSN?

Digital radio will creep up on us very quickiy- all the drivers — golng digital. Police will
still need a dedicated line. We still suffer from the legacy of where we came from in the 90's
- ane departtment.
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Qld is a large geographic area (draws picture) there is allot of work in the radio space
needed. RolP is something PSN and DES are doing ssparately. The area of old techiradio
tech / tech support need to come together — overall service together — talk on radio towers.
Radio techs are separate to troops — Need a strategy for radio techs coming together.
There are internal demarcation and IR issues in refation to the different internal agencies (as
separate statutory authorities. As technicaf support diminishes, and industry skills diminish
then the transition to managed services will occur over time).

A number of QFRS systems (e.g. Online Learning System) have been developed internally
and outside of ICT. These are not strategically focused and in the past have involved
assistance from ICT to compiete,

View is that [CT wants more money and it takes too long — but iCT will ensure it all fits
together and works ~ i.e. cost differential and perceptions vs. expectations and perceptions
— (“a bum rap”).

Major turnover of ICT staff (14-15 key staff left). A lot of temporary and project funded
positions that needed to be addressed recently.

Steps are needed to build up trust — e.g. regular meetings and engaging and explaining
things in detail.

Governance — Via Communication and Information Committee (C&IC) — All ICT projects go
through this committee who now have to prioritise work.

Some investments must be joint;
¢ Risk mitigation,;
¢ Maximising value of investment (framework and architecture).

For example, can't build one product for all, but we can have one framework and then
“branding”. Any national product if available is a good option, Need to buy off the shelf as a
rule and we must not overplay our uniguenass! — (Buy not build).

Gary has been at DES for 14 years, previously as CFO. Before DES, Gary was at the Dept
of Corrections where a lot of debate occurred on what is to be outsourced - and - what
should be unsourced. Lessons learnt indicate that any market monopoly (i.e. private
prisons) can lead to you being exploited. Good at first, but then money was always asked for
— 80 you need some sort of competition. All contracts also were written with a “let-out"
clause —i.e. they could determine what type of prisoners to take — e.g. 20 extra prisoners or
high risk prisoners, etc.

During disasters, everyone gets involved but we don't do enough planning together.
EMQ/DES is good at response, not in recovery and ongoing support — i.e. Evacuation

Centres ~ we need a whole-of-Government response. Currently recovery and ongoing
support goes back to Local Government.

Need to be careful of “bidding wars" between jurisdictions for common initiatives.
“Retaliation” — For example QAS has taken paramedics from other states and the UK.

A key challenge is Digital Radio —~ probably more so than mobile data. Natural progression —
convergence and digital. However, currently suffer from our legacies and history.

Radio expertise is diminishing. We can’t compete for same resources with QPS, etc.
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How will DES come together ~ i.e. reporting and service delivery? How are services to be
governed and operated? There is a culture exisling from over 10 years ago where each
operational area was their own Statutory Authority — (i.e. acting largely independently).

in the end it all comes down to personalities of the people and their willingness to work
together. PSCP SC has worked at the sponsor level, but once in the details of the work,

things have not been progressed well e.g. Townsville.

END.
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CURRENT ENVIRONMENT:

1. What are major business drivers influencing your (agency's) use of public
safety communications (PSC)?

QAS, QFRS and EMQ operations had lost their way in terms of being “localised” or siloed,
but now we are refocusing on core services and more imporiantly on the PSC environment.
DES now realises that the PSC is a bigger environment than previously thought — i.e. not
just DESI

Need to embrace technologies and focus on community expectations and even how the
community are maturing with the use of communications technologies. DES is getting to
the point where we need to recognise that we need to be smarter than ever before — e.g.
optimising GIS capabilities and systems. Historically DES has not liked to change the
things we have always done.

Spatial data and its benefits are hard to put into words. However, safe to say that
historically the Commonwealth and the States have not played well together in
essentially understanding what is required from the, or the power of sharing the,
core/common data sets.

Currently DES and QPS are participating in a data sharing nationaf and state GIS trial of
a common operating picture to improve data sharing capability. The Corporate Risk
Register has identified failure to develop GIS/Spatial capability as a risk to continued
service delivery improvement.

Need to look at progressing a Common Operating Picture. This should be the “back-end"
and the visualisation aspects which can be separate "for the business” - needs to be
developed. For example Digital Elevation Mapping as a dataset is a lot more useful when
linked with other sources and then displayed. We need to agree to make information
available to those who need it, when they need it - “pull rather than push®.

DES's capacity to fund PSC is very limited — i.e. capital works and ICT planning methods
don't specifically support PSC.

Focusing on bigger outcome, ‘realisation of public safety as a bigger environment' and
the relationship with the public.

Business Drivers from a PSCP perspective:

{a) Embrace technology and understand the public’s use of technology and their
expectations of it.

(b) Breaking out of our traditional tardiness (however, we don't want to be bieeding
edge'®). For examptle, the kids in the street are using spatial data and we're just
not there yet. We're bleeding edge if we do it ourselves — not bleeding edge if we
do this across government.

13 \Witipedia, Bleeding Edge, accesses on-line, 21 Seplember 2008. Bleeding edge is a ferm thal refers o fechnology that is so
new (and thus, presumably, not perfected) that the user is required to sk reductions in stabilily and productivily tn order tousa it I
also refers to the tendency of the lalest technology lo be extremely expensive. Recently however, the term bieeding edge has been
increasingly used by the general public: to mean "ahead of cutting edge® largely without the negative, risk-associated connotation
concurrent with the term's use In more specific fields. In such cases the user is willing (o sacrifice stabilily or ease of use for the
sake of increased funclionality.
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{(¢) Out incapacity to fund major PSC projects, for example, digital radio
communications, mobile communications (and capital works to a lesser extent).

The ability to visualise a situation through spatiat data will benefit all emergency services
and could be utilised for day-to-day operations from the incident forward command posts
to the communications centre major incident room and would assist in judgement,
accuracy and expediency of decision-making.

2, Are current PSC capabilities adequately aligned with the business (strategic
priorities)?

They are aligned to the business in a true sense at individual agency level. However, we
are not keeping pace with the opportunities that are avallable to DES - i.e. can’t continue
to improve service delivery.

Yes in a business sense. Don't think they're keeping up in an operational sense in terms
of big ticket items like infrastructure, etc.

3 Do you believe that the current state of your PSC systems is impacting upon
the agency's service delivery?

Yes. As above, can't continue to improve!l No worst service but cannot move quickly
enough in a collective sense to increase efficient with current systems.

We need to be more “agile”.

4, How would you rate your organisation’s maturity level in regard to effectively
managing and planning the technologies associated with PSC:

Level 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Leve! 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 — Embedded - Sound technology performance management practices
are used across the organisation to drive the business.

Level 4 — Leading - The organisation is proactive, uses internal and external
data to plan for and actively ensure that outcomes are achieved.

Level 2 (with a bullet). Can't give a 3 as ICT shouldn't drive the business.

We do have some embedded practises but in the corporate side, not the
operational side ~ i.e, need to understand operations better. The nature of this area
is that it is almost impossible to unravel and separate IT from operations.

For example - E-mail is now embedded in operations for key response and information
sharing functions. E-mall therefore needs to have high availability. Paging is a tertiary
response (i.e. from QAS requirements). However we will probably always need
telephones to be highly available and reliable.
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Day-to-day critical is QAS with 600 Code 1 (l.e. life threatening cases) per day in
the Brisbane region and approximately 500 calls per day on the Gold Coast. Overali
about 1,000 Code 1's per day in southeast Queensiand. Which is why voice is the
primary (radio and telephony) means of communications — digital communications and
mobile telephony.

Need digital communications and mobile communications — i.e. we need to talk to the
community and our people.

ICT needs to be embedded within DES. ICT always has been supported from “the top”
but overall it has been hard to prioritise from a DES perspective. Now we are acting
more like a Department {not as 3 separate entities as in the past) — especially in the past
6 months —than ever before.

QAS have historically been easily captured by technology.
Lack of capability to prioritise.
FURURE ENVIRONMENT:

5. What external (or collaborative) drivers are shaping the way you will do
business and the way you will use PSC services?

BUSINESS DRIVERS ARE ALL ABOUT COMMUNITY BENEFITS.

Main drivers are cost and the need for agility and to be able to work together to
provide outcomes to give a community outcome — (i.e. QPS focus on response and the
Depariment of Communities focus on outcomes with DES's assistance).

Another significant driver is actual capacity - staffing. Currently it is hard to attract and
retain staff and hence managed services (including outsourcing) should be considered.
DES and QPS need to poof resources as PSC skills are generally scarce (i.e. skil
shortage) and DES in particular has an "old workforce and aging” — i.e. post retirement

age (55-60).

There is a need for a policy on managed services and the sharing of resources across
agencies to support any shared PSC systems.

We need to “bite the bullet’ and share the resources we have across agencies. For us
that means QPS and DES because no one has the infrastructure coverage we need for
radio and mobile communications.

We need to starl growing our resource base (i.e. succession planning).
We are only just getting to the realisation that we need to be planning for the future whilst
maintaining service delivery. Key timeframe is the 3-56 year forward horizon for

maintenance and managed growth. Future investment needs to be planned for outer
years past that horizon.

6. What whole-of-government factors will affect future investment in PSC capability?
Cost and management capability.

DES and QPS need to focus of whole-of-government policy -~ e.g. the Technology
Transformation Program {TTP), and how that relates to our service delivery needs.
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7. What cross-agency consideration will affect future investment in PSC capability?

How well the Public Safety Cluster (DES, QPS, JAG and Corrections} can benefit and
assist others and also how well we can coilaborate with others — such as Queensliand
Health and the Department of Communities.

The main consideration is how well the public safety cluster can identify and deliver on
joint requirements. Consideration should also be given to what other agencies are
relevant to the cluster in terms of sharing infrastructure, such as QLD Health and the
Department of Communities.

8. What parts of PSC services should be internally / individual agency managed?

Consideration of the impact of service delivery on the ground, i.e. those services that
directly impact our service delivery on the ground (i.e. the PSC gear in our vehicles and
appliances).

PSC in the vehicle.

The quasi-technical support should be maintained internally — with the field deployment
in a catastrophe in sourced.

9. What parts of PSC services could be alternatively sourced?

All and any network arrangements can be managed and provided by others (i.e.
managed service).

The desired model is to a technician to go with the forward command. [n the field you
then need a communications/dispatcher type person in conjunction with resources to
assist with the physical deployment of PSC technology.

QAS need this for major planned events whilst QFRS need to deploy straight to the fire
ground. More importantly ICT Services wants to ensure capability exists to deploy
services when and where existing communications have failed —i.e. the result of a
cyclone.

JOINT PSC PERCEPTIONS:

10.  With regard to joint or shared PSC capabilities, how would you rate your
organisation’s maturity ievel in regard to 1) investment decisions and 2)
operations? (Level 1-4)

Level 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance. .

Level 2 - Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need furlher
development.

Level 3 — Embedded - Sound technology performance management practices
are used across the organisation to drive the business.

Level 4 — Leading - The organisation is proactive, uses internal and extemal
data to plan for and actively ensure that outcomes are achieved.
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Level 1 — Investment,

Level 1 — Operations.

We do a lot on the ground but need to do more at an agency level.

RE: PSCP — You can only fail when you try and in reality DES and QPS have been
seripus since 2002-2003 not since Recommendation 57 in 1893. A number of

confounding factors have made it difficult to progress as desired.

11.  Please suggest (5) key guiding principles you feel should apply to investment
decisions affecting joint or shared PSC capabilities.

1. Common Operating Picture (connected and shared data sets and visualisation
needs);

2. Embrace technologies that deliver operational services,

3. Focus on community expeclations and understanding the maturity of communities
use of technologies;

4. Must support talking to the community and to our people; and

5. Robust governance.

GOVERNANCE:

12, What barriers constrain business outcomes related to joint ventures in PSC?

Need to have a joint operations planning model and hence must have joint investment
planning to succeed.

Need to be informed by the strategic directions of all agencies —~ This must come out of
any Program Management Office / Function.

13. Please comment on the current governance arrangements of the PSCP.

Currently we do not have any investment governance arrangements for PSC critical
elements.

Practical day-to-day issues requires a policy framework which does not exist yet.
14. How could investment decisions in (potentially joint) PSC be best decided?

Need to have clear policy and guidelines on:
¢ How things are to be funded,
» How elements will be managed; and
» How Business Cases are derived.
Review of DES CIO and C&IC should be completed by November,

Development of the new DES Program Management Framework is led by SPES and its
report has been delivered to the D-G.
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Any investment decision model will more than likely see DES progress via the C&IC to
any Program Management Office / Function before entering the joint PSC space.

15, How could operational provision of (potentially joint) PSC capabilities be best
managed?

Refer five key guiding principles listed in response to Question 12.
16.  What s your vision for Joint PSC ventures between QPS and DES?
Need digital communications, mobile services and good quality people to support PSC.

Co-location is a "no-brainer’” — but we need to articuiate a shared vision in order to
progress co-location.

There needs to be a policy framework containing a clear set of guidelines for joint
investment; funded; managed; business cases derived.

Internally for DES (& ICT) the key is the C&IC and the program management function.
This function Is evolving and may be established within the C&IC over the next two
months. Strategic Policy and Executive Services will report within a month on the

program management function. it is being considered as a function and not a specific
position (or office) at this point in time.

At the moment dysfunctional within C&IC, capital works is improving as is workforce
management, and finance is good. The review of the C&IC will improve the governance
and functionality generally.

QTHER ITEMS:

. Any other points you would like to raise?

In regard to co-location of communications centres, we cannot afford not to make
infrastructure savings where possible. This has been on the agenda for some time now.
However, it should be considered within the strategic priorities of each agency.

If there was to be consolidation, then there would need to be a policy position and a
business case developed with true options and benefits fully reasoned within the
business case.

The priority of any PSC investment should be:
1. Digital Radio Communications
2. Mobile Services

3. Joint Communications Centres — least priority.

END.
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The aspect of agencies prioritising their submissions for capital-vs-ICT shows greater
emphasis on capital investment (infrastructure). For example, year after year we see the
same submissions, but in a different priority. For the last 7 years DES have been
submitting mobile data requests and last year that request was prioritised as number 3
but has had varying priority over the years. This can appear confusing as to the actual
priority of the ICT/PSC investment.

The must-haves-vs-the nice-to-haves need to be clearly defined,

Treasury want to see the long term plan — how all the PSC/ICT investments fit into the
long term plan. it is also essential that any submission clearly defines the link to the
‘service delivery element’ otherwise there is a tendency to be wary of big ICT
investments that don't articulate the henefits.

There is a broad perception that the PSCP activities have not been as cohesive
collaboratively as they couid have been. Although the last 12 months and especialiy
lately has shown a willingness to collaborate in the PSC domain. This is apparent due to
a range of factors including financial needs (significant large scale shared investment)
and the strategic aspects from government - for agencies to consider shared investment
and economies of scale.

There is a need for agencies to present the broader picture, to be able to look at the
investment map and visualise how each aspect of PSC fits into the broader picture and
when investments might occur. For example QPS CAD and how it fits into the future of
PSC and collaboration with DES. Knowing where each element fits within a timeline
whether there is any compatibility/whether each investment is consistent with the
broader picture.

Collaboration by QPS and DES:

2. What is Treasury’s perception of the history of collaboration by QPS and DES?

It hasn't been as cohesive as it could have been. However it seems to have been much
better over the past 12 months. QPS and DES heeding the message that Government
wants to see the “big picture”.

3. What is Treasury’s perception of the recent coliaborations by QPS and DES?

PSN is the most notable example to date. Collaboration seems to have been much
bhetter over the past 12 months.

How would you rate maturity level in regard to effectively managing and
planning the technologies associated with PSC:

Level 1 — Beginning - Limited capability for managing technology performance
across the organisation. Agency complies with statutory requirements for public
governance.

Leve! 2 — Developing Competency - Supervision and monitoring systems are in
place. Several elements of technology performance management need further
development.

Level 3 — Embedded - Sound technology performance management practices are
used across the organisation to drive the business.

Level 4 - Leading - The organisation is proactive, uses internal and external data to
plan for and actively ensure that outcomes are achieved.
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Level 2+ —
Maturity wise QPS and DES appear to have a good grasp on managing and planning the
technologies associated with PSC:

However QPS/DES don't always articulate the picture. For example this is going to fall
over because of ‘X', ‘X' needs to be explained so that it is understood from a service
delivery perspective and from a broader picture perspective.

4. What is Treasury's perception of the ICT Program Management maturity of the
Public Safety Sector?

Very early days and so probably at a Level 1-2 maturity stage.

5. What is Treasury’s perception of the ICT Program Management maturity of
Government?

Again very early days ~ Level 1 to 2.

Possible Approaches to Collaborative Solutions:

6. What benefits would be available from co-location of communications centres
of Police, Ambulance, Fire and Emergency Management? What draw-backs
wouid there be?

Intrinsically assume that with co-location there would still be some benefits in coming
together although any benefits from a fully integrated model would be expected to be
greater.

Regarding Townsville Joint Facility Pilot - What is the business case? — i.e. what are the
synergies in the proposed model? A 10 year plan of consolidation of communication
centres (as under consideration by QPS) would be a good thing to see on the table first.

In terms of co-location in communications centres, you would intrinsically assume that
there are benefits for sharing a building ~ some synergies. However, these need to be
fully explored to support such a proposal. There may be some marginal benefits such as
security or generators however; these are yet to be clearly defined.

in terms of the Joint Communications Facility Pilot — Townsvitlle (JCFP-T} it is not
clear to Treasury as to what the benefits of co-location actually are.

The direct benefits of co-locating-vs-separate centres need to be defined for any co-
located investment as well as the future benefits. In regard to the shared call centre
facility at Zilimere Policelink is separate to other agencies’ services. '‘DES were in and

then they were out’.

In terms of communications centres, Treasury (have not seen) don’t know what the
agencies are planning for the next 10 years.

7. What benefits would be available from the collaborative provision of mobile
(voice) radio services for Police, Ambulance and Fire?

For example if you had other players on the network there may he greater benefits.
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There is a need to discuss beyond the technical capabilities and into the business
opportunities. At the moment it is not clear what is a refresh and what is part of any new
service delivery model. If there is a collaborative approach, then funding for definition
and scheduling may be possible.

However if there was a Tsunami (in times of disaster) you should be able to
disable the other players to allow priority for relevant services over the network.

Treasury are more likely to fund a digital radio network if they can see the bigger picture.

8. What benefits would he available from the collaborative provision of mobile
(data) services for Police, Ambulance and Fire?

From the recent Expression of interest (EOI) led by DES/QAS, Treasury understand the
big dollars required, but need to see how it all comes together and where it sits within the
bigger PSC landscape.

Explanation by TM on the need for a digital resilient network. TD - in terms of the
network, do you need the same service level across all areas? TM identifying ‘the best
bang for your buck’ concept in terms of buy/build/share - of what to invest in and what
managed services to invest in,

9. What benefits would be available from the collaborative provision of computer-
aided dispatch {CAD) services for Police, Ambulance and Fire?

Intrinsically Treasury would expect that the benefits would be similar for QPS, QAS and
QFRS, but more discussion occurs on what is different. This does not help anyone
understand the challenges/issues.

From our basic understanding CAD is a system that provides information from the
communications centres to the vehicles, police ambulances and manages these
resources — as to the calls for service.

10. What benefits would be available from QPS and DES joining in a more widely-
based GRN? How extensive (membership and coverage) would any likely GRN

be?

What are aspects of the broader network that we could tap into in order to obtain benefits
such as cost effectiveness, resourcing benefits, better coverage, etc? How would things
go in an emergency? Does it (Ubinet) meet most of our business needs? Do not get the
cart before the horse?

11. What benefits would be available from establishing a separate Authority (such
as Victoria’s ESTA) for the provision of public safety communications?

Treasury are interested in understanding more about other jurisdictions and service
delivery models. ‘

What was the "before” state? How does this compare 1o the “after” state?

In selling the mode! the broader picture with the clearly defined benefits needs to be
depicted. Comparison of costs for similar services in other states would assist.
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The government is keen for both agencies to focus on the frontliine. So whether the
model is an independent mode! such as the Victorian ESTA model or a PSN type model
the benefits will need to be clearly shown.

(If an ESTA type model then there would need to be a centralised budget?).

There is a need to define the risks if we keep going down the same path.

Whole of Government Directions:

12. Considering Technology Transformation (TTP), what role does Treasury expect
QGCIO would play in the strategy of any aspects of Public Safety
Communications?

Advisory/standards role — Program Management.

PSN is a reasonably good model that demonstrates collaboration. As a host Police have
done a good job.

Would not like to see PSC activities held up by what CITEC or any other agency might or
might not do in the near-term or longer-term future.

There could be benefits with the Ubinet proposal — this may involve other players and
could be examined in a preliminary evaluation of mobile services.

13. Considering Technology Transformation (TTP), what role does Treasury expect
CITEC would play in the provision of any aspects of Public Safety
Communications?

QGCTO and CITEC - Don't hold up PSC/SA opportunities or work until this change
management initiative (the TTP) is complete. However, need to be cognisant of the end
“big picture”.

Other Matters:

¢ Any other guidance for the Strategic Assessment?

QPS and DES need to focus on core business (front line service delivery).

The Public Safety Network (PSN) seems to be a good collaborative model ~ (and on
time and within budget). However, remember that the PSN had to identify and then put
aside significant funds to establish the structures to support the project and the end
service delivery model —i.e. It costs to support yourself — but does reap benefitsi

Other ltems:

» Any other points you would like to raise?

No.

END.
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Collaboration by QPS and DES:
2. What is DPC's perception of the history of collaboration by QPS and DES?

In the past it could have been better but it comes down to personalities and that applies
anywhere, When you have the right personalities in the positions then there does not
appear to be any threat or barrier to joint ventures.

So seeing signs of things getting better.

3. What is DPC’s perception of the recent collaborations by QPS and DES?

Of recent times there has been a definite move towards collaboration,

However relying on this good will and collaboration due to positive relationships is not a
foundation to build a governance model on as it could all change with the next change of
personalities - ‘that does not last though'.

Moving senior executives between agencies provides an understanding of how the other
agency operates. An example of this is the recent appointment of the QAS
Commissioner David Melville with his previous QPS experience and connections (and
kudos) is positive for the PSCP and associated initiatives.

4. What is DPC’s perception of the ICT Program Management maturity of the
Public Safety Sector?

Not qualified to answer this question.

5. What is DPC’s perception of the ICT Program Management maturity of
Government?

General observations show that QLD generally seeks to re-invent the wheel. It does not
tend to learn from other jurisdictions lessons. QLD government/agencies are still
developing their maturity in the ICT domain. ICT is an area that we could really improve
on. There is a mindset that if something is working we tend to leave it alone. Yet, when
we decide to invest in ICT we want Rolls Royce model to start on day one, rather than
using building blocks (i.e. gradual) ICT investment.

Do you think the messages are coming through from Premiers?

No, that's why | think we put QGCIO in place to manage ICT for us? You do need the
policy framework to do some of the ICT.

Possible Approaches to Collaborative Solutions:

6. What benefits would be available from collocation of communications centres
of Police, Ambulance, Fire and Emergency management? What draw-backs
would there be?

There would have to be a lot of clinical efficiencies from mobile technologies for all
agencies.
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In terms of common call taking there would be a need to the 000 calls based on the skill
set of the operators. You could have ambulance and health together (such in the US)
because of the similar business needs. However, police is a very different type of
business, more crime related.

Considering 13health and secondary triage — they have a particular skills level. Nurses
and trained people take the calls in the call centres — the right people doing the right job.
Still confidentiality issues that need t be addressed to facilitate additional information

exchanges.

Common call taking is a major issue for the agencies ~ with the iatest marketing ‘don’t
call 000’ assists in the change process with community awareness.

Is their an expectation of collocation between QPS/DES?
‘As long as your service does not drop — don'’t do it unless you have to'.

Challenges
When it crashes, il crashes for everyone. So business conlinuity is a potential draw

hack.

7. What benefits would be available from the collaborative provision of mobile
(voice) radio services for Police, Ambulance and Fire?

fn terms of the mobile office (vehicle) there is always going to be a fixed location — not
just a mobile vehicle.

| would have to read the report and be advised as to the benefits and drawbacks of
collaboration.

8. What benefits would be available from the collaborative provision of mobile
(data) services for Police, Ambulance and Fire?

Unknown -~ need to wait and see — "What do we know?"

9. What benefits would be available from the collaborative provision of computer-
alded dispatch (CAD) services for Police, Ambulance and Fire?

Unknown — need to wait and see — “What do we know?”

10. What benefits would be available from QPS and DES joining in a more widely-
based GRN? How extensive {(membership and coverage) would any likely GRN
he?

Unknown- need to wait and see — “What do we know?"

11. What benefits would be available from establishing a separate Authority (such
as Victoria's ESTA) for the provision of public safety communications?

To make any judgement it would be beneficial to view the description of the models and
any lessons learned from other jurisdictions.
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The mutual assurance model could be a step toward the authority model and should
include adequate time frameas for the implementation.

END.
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QGCIO will do whatever it can to ensure any joint public safety communications business
case for funding is supported in Treasury.

Bob Gumett (BG) - The Queensland Government Chief Technology Office (QGCTO) is
established within CITEC.

CITEC is the primary technology service provider for the Queensland Government delivering
both whole-of-government and agency speacific ICT services.

The QGCTO provides leadership, coliaboration, management and direction on whole-of-
Government ICT issues to Government and agencies. Working closely with the Queensland
Government Chief information Office (QGCIO) and the Queensiand Government Chief
Procurement Office (QGCPOQ), the QGCTO ensures that the whole-of-government investment
in technology and applications is optimised to meet information management and integrated
service delivery outcomes.

Arrangements need to reflect Government Enterprise Architecture: : | recommend that
business processes and information models (particularly around interoperability between
participants) are agreed between public safety network participants before addressing
technology architecture. These form part of the business requirements that the technology
architecture must satisfy.

Strateqic Agsessment:

1. What are DPW'’s expectations of a Strategic Assessment undertaken in the context
of Public Safety Communications? What would success look like?

Presentation of the Big Picture — What is the objective? What is achievable? What are the
building blocks and - how does it all fit inta the overali architecture?

Key measure of success will eventually be an agreed common public safety communications
architecture.

Lock for any quick wins e.g. single technology CAD.
Coliaboration by QPS and DES:
2. What is DPW’s perception of the history of coflaboration by QPS and DES?

it hasn't been as cohesive as it could have been. Evidence of good will, but essentially it has
not produced the desired resuits,

3. What is DPW's perception of the recent collaborations by QPS and DES?

PSN is the most notable example to date and DES is only now revisiting its position on the
PSN (i.e. active participant rather than just an observer). So again, good will, but now only
possibly being turned into a full collaboration.

You don’t have to do it overnight — Must have a plan and get the architecture right (GEA).

4, What is DPW's perception of the ICT Program Management maturity of the Public
Safety Sector?

Unciear given the PSCP SC is one of the most visible examples of coliaboration across a
program.
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5. What is DPW’s perception of the ICT Program Management maturity of
Government?

Early days, but positive results are being demonstrated,

Possible Approaches to Collaborative Solutions:

6. What benefits would be available from co-location of communications centres of
Police, Ambulance, Fire and Emergency Management? What draw-backs would

there be?

This is a business decision. Need to address this via the Business and Information layers of
the GEA and the associated methodologies and tools available.

7. What benefits would be available from the collaborative provision of mobhile (voice)
radio services for Police, Ambulance and Fire?

Needs to be managed as a whole and probably a mixture of public and private.
Look at how Telstra and Optus have outsourced certain parts of their infrastructure.

Need to seriously investigate the UbiNet opportunity. Ubinet potentially offers towers, huts,
power, access, roads and backhaul sharing for use by public safety communications.

8. What benefits would be available from the collaborative provision of mobile (data)
services for Police, Ambulance and Fire?

From the recent Expression of Interest (EOI) led by DES/QAS, DPW understand the big
doliars required.

Again, need to look at other government investments and adding to these, e.g. UbiNet.

Voice and Data (and we are looking a broadband magnitude information/application
requirements) must be considered together.

Look at what DES is doing with the “smalt box” — i.e. their Clever Networks program.

9. What benefits would be available from the collaborative provision of computer-
aided dispatch (CAD) services for Police, Ambulance and Fire?

Makes sense to have only one CAD platform for all. Any deviation from this must include in
the business case the costs of integration and information exchange.

10. What benefits would be available from QPS and DES joining in a more widely-based
GRN? How extensive (membership and coverage) would any likely GRN be?

Need to look at a consolidated radio network (statewide), managed as a whole, including
voice and data that will be in reality a mixture of public and private networks.

Need to also consider the National Broadhand Network and use of converged technologies
and existing backhaul paths.
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11. What benefits would be available from establishing a separate Authority (such as
Victoria’s ESTA) for the provision of public safety communications?

Authority, GOC, etc are all models that can be considered provided the architecture work is
done as a priority as you “can't outsource a mess”.

Whole of Government Directions:

12. Considering Technology Transformation (TTP), what role do you expect QGCIO
would play in the strategy of any aspects of Public Safety Communications?

TTP does not (as yet) include WAN so mainly the focus area here is to look to QGCIO and
QGCPO (i.e. procurement) to assist in any number of ways — i.e. reviewing, baselining,
benefits management, etc.

However the TTP and how all DPW works together is a good model to look at and fearn from.
So in summary, a key advisory/standards role — ICT Program and Project Management.

13. Consldering Technology Transformation (TTP), what role do you expect
QGCTO/CITEC would play in the provision of any aspects of Public Safety
Communications?

QGCTO could assist, (would like to assist), and should be involved regarding architecture and
interconnectivity of PSC to wider Queensland Government ICT transformation program and
ICT service delivery via say CITEC,

Other Matters:

14. Any other guidance for the Strategic Assessment?

QPS and DES need to focus on core business (front line service delivery).

First focus on getting the Governance in place then in parallel, start on the Business and
Information Architecture prior to progressing business cases.

END.
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APPENDIX E: SUMMARY OF PSC IN JURIDICTIONS NOT
VISITED

This section gives an overview of the current state of public safety communications, call
taking and dispatch functions in the following Australian States and Territories:

. Western Australia
. Northern Territory
. ACT

. Tasmania

These were the States and territories not visited by the any member of the Strategic
Assessment Project Team.
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APPENDIX E-1: WESTERN AUSTRALIA

Overview

Woestern Australia (WA) has around 8,000 emergency services personnel serving a
population of approximately 2 million.

WA Police

WA Police installed Motorola’'s Premier CAD in 2004 (upgraded in 2005), replacing a
previous custom solution (CADCOM) that had had a history of operational difficulties, as
well as budget and time overruns.

In May 2005 WA Police opened a new $26M Police Assistance Centre (PAC) to handle
non-emergency calls diverled from police stations and district offices. The PAC is
intended to handle 38,000 calls each month at full capacity, thereby freeing up a
significant amount of time for the frontline officers. At this time a new state-wide toll free
number, 131 444, was launched for non-emergency police calls.

In 2008 WA Police completed rolling out a new Motorola P25 digital radio network
(Police Metropolitan Radio Network, or PMRN) to replace the previous analogue UHF
radio network. The PMRN project has also implemented a new mobile data network in
the metropolitan area, with AVL-enabled MDTs integrated with the Motorola Premier
CAD. Planning is now underway to upgrade the WA Police regional radio network to a
P25 based system, compatible with the PMRN, with trunked digital extensions north to
Lancelin, east to Northam and south to Dunsborough, and P25 conventional digital
elsewhere across the State.

The overall PMRN project also included the establishment of the new Police
Communications Centre in Midland. A new secondary (disaster recovery) site is due for
completion by the end of 2008. There are also plans to extend the private mobile data
network to higher population regional areas.

Both emergency (000) and non-emergency (131 444) calls made in country areas are
routed to regional police stations for action/dispatch.

Fire and Emergency Services Authority (FESA)

In 2004 there was an effort to merge all FESA Emergency Dispatch, Management and
Support systems into two main systems:

+ FESA Emergency Dispatch System (FCAD); and

e CFA Operational Management System (OMS) database for emergency
management and support.

The in-house FCAD system was developed by FESA's ICT Technology group and
supports metro and regional fire, but not SES. A new system has been re-engineered
from the ground up over the last 3-4 years as a replacement for the original FCAD, and
is intended to provide state-wide mapping and AVL, as well as accommodating SES in

future.

The new FCAD was due to go live mid-2008 and run in parallel with the old system for
an initial trial period. SES are not included initially but will be added in future.
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St John's Ambutance CAD

The State Ambulance Operations Centre in Belmont handles the calf taking and dispatch
of over 165,000 ambulance cases each year for both metropolitan and regional Western
Australia; all call taking was centralized here in 2005.

A new CAD System was deployed in late 2004, developed in-house, and includes
comprehensive geographical and incident information, as well as AVL.
ST Johns' radio system consists of a UHF and VHF network used for analogue voice
and data, with plans to upgrade the metropolitan voice network to P25 compatible.

In 2007 a new back-up facility was established in Francisco Street Beimont. This
involved some re-engineering of the radio and CAD systems, which was due to complete
by early 2008.

Other relevant projects

In 2005, the West Australia State Government approved a FESA proposal and
committed $20 million over three years to the development of a new state wide inter-
operable emergency radio communications system. Known as the WA Emergency
Radio Network (WEARN), the proposal includes the replacement of existing radio
networks with new VHF (country) and UHF (metro) networks, the introduction of new
dual-mode mobile radios, and the use of ‘Radic Over Internet Protocol’ (RolP) to enable
radio interoperability between all ESOs in WA for incident management.
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APPENDIX E-2: NORTHERN TERRITORY

Overview

The Northern Territory (NT) has a population of just 0.2 million, served by 1,714
emergency services personnel.

NT Pofice, Fire & Emergency Services (NTPFES).

The Joint Emergency Services Communications Centre in Darwin (JESCC) hosts police,
fire and St John Ambulance operators in the same location and handles calls for service
for the Darwin greater mefropolitan area. Police Auxiliaries process incoming calls and
dispatch resources for police, emergency services and fire, and trained St John
operators process calls and dispatch ambulances for medical assistance. The services
provided through the JESCC were expanded in 2004 to include non-emergency call
processing.

In Darwin, a single muiti-agency CAD system (Intergraph), was implemented 1999 for
use in the Darwin metropolitan area. From 2007, this has been expanded to provide
limited CAD access In a number of other locations including Alice Springs, via a secure
web interface.

Call taking and dispatch for regional and remote areas are handled by local police
stations.

The NTPFES operates a shared Motorola SmartZone digital trunked radio network in
metropolitan Darwin, plus conventional analogue mobile radio networks in rural NT. In
2008 the SmartZone network is currently being upgraded to P25 and extended to
Katherine and Alice Springs.

There is no dedicated mobile data network.
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APPENDIX E-3: AUSTRALIAN CAPITAL TERRITORY

Overview

The Australian Capital Territory (ACT) has a population of 0.3 milion. There are
approximately 520 emergency services personnel serving the ACT, not including another
3,600 from the Australian Federal Police.

Australian Federal Police (AFP)

The AFP operates call taking and dispatch at the Policing Communications Centre which
is located at the Winchester Centre, and utilises Intergraph CAD. Emergency calls can
be re-routed to the Emergency Services Agency Communications Centre in Curtin as a
backup or disaster recovery situation.

The AFP operates a P25 conventional (non-trunked) encrypted digital radio network in
the Canberra greater metropolitan region.

Emergency Services Agency (ESA)

The ESA was originally formed after the 2003 Canberra bush fires as an independent
Authority comprising four member services: the ACT Fire Brigade, Rural Fire Service:
Ambulance Service and State Emergency Service. In 2006 the ESA became re-
absorbed as an Agency under the ACT Justice and Community Safety Department.

A new CAD system (Fortek Vision, implemented by Fujitsu) was deployed in 2004, and
introduced a number of new technologies including paging dispatch, mobile data
terminals and AVL.

The ESA handles 000 call taking and dispatch for all member services from the ESA
Communications Centre in Curtin. In a backup/disaster recovery situation calls are
diverted to nominated lines at other ESA sites in the ACT, and the AFP's Policing
Communications Centre at the Winchester Centre.

The ESA agencies have historically used a number of analogue UHF and VHF mobile
radio networks. More recently, the ACT Trunked Radio Network (TRN) is a Motorola
SmartZone trunked network that has been created for use by ESA agencies by
extending the NSW GRN with new sites located in the ACT. New sites continue to be
added in 2008. The TRN is used for voice and low speed data across most of the ACT
and allows interoperability into NSW.
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APPENDIX E-4: TASMANIA

Overview

Tasmania is Australia’s smallest state, with a population of 0.5 million served by around
2,300 emergency services personnel.

Police and SES

Tasmania Police have an in-house CAD system that has been in operation for some
time, probably in excess of 10 years. The system continues to meet requirements, and
there is no immediate pian to upgrade.

Tasmania Police use an EDACS analogue trunked radio network shared with electricity
supplier Hydro Tasmania. In 2007 the Tasmanian Government completed negotiations to
acquire this network from Ericsson Australia. The network is now known as the
Tasmanian Government Radio Network (TasGRN). The network continues to be
operated and maintained by Ericsson.

In April 2008 Ericsson Australia was awarded a $13M project to upgrade the network to
digital operation and improve coverage, particularly outside metropolitan areas. The
upgrade project will also include a trial of a new AVL system. The Government's stated
intention in the long term is to extend the network to include other emergency services.

Ambulance Service (Department of Health and Human Services) and Fire Service

The Tasmanian Ambulance Service operates from 44 Stations state-wide with a fleet of
approximately 1056 ambulance vehicles and 25 support vehicles. it has a combined staff
of approximately 750, made up of approximately 520 volunteer ambuiance officers and
225 salaried staff.

The Ambulance Service was badly impacted by severe funding cuts in the 1980s. Money
was injected from 2000 to upgrade the radio network ($1.5m) and the ambulance fleet
($7.5m), but the service continues to operate within tight funding constraints.

TAS Ambulance uses an old commercial CAD system that is no longer supported by the
vendor, which was last upgraded in 2003. In 2006 the Dept. of Health and Human
Services issued an RFI to test the market for a replacement CAD system but this was
subsequently withdrawn, possibly for funding reasons.

Tasmanian Fire service uses its own CAD system (deployed in the 1990s) and manages
call taking and dispatch for the whole State from a central communications centre in
Hobart (‘'Firecomm’). Tasmania Ambulance and Fire service radio networks are linked to
maximise coverage for both agencies, and a paging network is used for Ambulance
dispatch.
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APPENDIX F: MULTI-AGENCY CAD SYSTEMS

CAD technology

As public safety CAD systems have evolved since the first generation systems were
introduced during the 1980s, there has been progressive development and convergence in
technology to common software and hardware platforms, common architecture and
standard data formats and communication protocols.

The first generation of CAD systems were developed using a plethora of different
technologies popular at the time such as COBOL, C, Unix, and HPUX etc. These tended
to be monolithic in design, allowing relatively little tailoring to specific agency needs
without significant custom software development effort. Support for interoperability with
other systems was fimited by the use of multiple different database engines and
proprietary protocols and data formats.

By comparison, today's CAD systems have converged into a small number of common
technologies predominantly the Microsoft/Intel family of enterprise products that includes
SQL Server, Microsoft NT and Windows Server operating systems, Intel server hardware
platforms and, increasingly, the Microsoft .NET framework.

Today's software architectures are highly modular, with clear separation of database,
business logic and human interface elements. Standard protocols such as TCP/IP and
XML facilitate interoperability with other systems, however, there is still some system
architecturs development required, and there is still a need for operator intervention by
both the sending and receiving agencies.

All of these factors make for systems that are much more capable of being tailored to
specific agency workflows and needs through configuration changes, without the need for
software changes to the core product. Standard data formats and protocols make the
systems capable of being extended with the addition of custom modules, which will
integrate with, or interface to, third-parly or iegacy systems.

CAD Provision Approaches

There are essentially two approaches to the provision of multi-agency CAD:

1. Integrate separate agency CAD systems via custom interfaces to aliow data
exchange between them; and

2. Implement a single muiti-agency CAD system from a single vendor.

Both of these approaches are represented in public safety CAD systems in use in
Australia.

CAD-CAD interfacing

The chalienge of exchanging data from one CAD system to another has existed for many
years, particularly in the US market where numerous small jurisdictions operate
independent CAD systems from many different vendors.
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Muiti-agency CAD

All the public safety CAD vendors represented in the Australian market supply multi-
agency CAD systems, with one vendor in particular (TriTech) stating prominently on their
promotional material that their “sole focus is the development of multi-agency, muiti-
jurisdictional public safety software solutions.”

In all products, while the core CAD and GIS system may be common, agency-specific
modules provide workfiows specific to the different operational needs of police, fire and
ambulance services,

Modern CAD software tends to be customised for every deployment. At one level, all
vendors’ products are designed to allow a significant amount of configuration in terms of
screen layouts, colour schemes, codes, unit capabilities, regions and business rules such
as assignment preferences for specific incident types or locations. Beyond this level of
configuration, every CAD deployment involves an element of custom engineering to
interface with legacy systems and meet the specific needs of the agencies involved.

Today's CAD solutions are typically extensible with custom modules to support operational
processes, workflows or functions specific to a particular agency, examples being alam
monitoring or towing services provided by police, triage services provided by ambuiance,
etc. Although custom softiware development adds vendor cost, the associated
requirements analysis and business process reengineering tend to be the most critical,
and usually the most time consuming and expensive, aspects of implementing a CAD

solution.

Multi-Agency CAD in Austratia

Australia is at the forefront globally in the adoption of multi-agency CAD, with the following
multi-agency CAD systems in use or planned in Australia today:

NT Police, Fire and Emergency Services — Intergraph;

Queensland Ambulance and Fire — TriTech;

ACT Emergency Services Agency (Fire, Ambulance and SES) - Fortek;

Victoria Police, Fire and Ambulance services — Intergraph; and

South Australia Police, Fire and Ambuiance — Intergraph.

Australia faces unique challenges in that the States and Territories are significantly larger
in scale than the much smaller jurisdictions typical in the US, where most CAD systems
originate (UK-based Fortek being one of the few exceptions).

There are two significant approaches to multi-agency CAD systems in Australia. For
example, in Victoria call taking and dispatch is ‘outsourced’' by emergency service
agencies to a single dedicated entity, the Emergency Service Telecommunications
Authority (ESTA) which owns and operates the CAD system (Intergraph).

n South Australia, the SACAD project will deliver a multi-agency CAD solution in which
each agency will continue to operate separate Communications Centres, utilising an
agency-specific interface fo a singte multi-agency CAD system (Intergraph). The SA CAD
will be owned and maintained by the South Australian Attorney-General's Department.
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Victoria (Emergency Services Telecommunications Authority - ESTA)

Victoria has a fully-integrated muiti-agency CAD system based on Intergraph i/Dispatcher
that has been in place (through several technology updates) since 1995. This system is
used by ESTA in providing call taking and dispatch functions for the following ESOs:

» Country Fire Authority (CFA);

* Metropolitan Ambulance Service (MAS),

e Metropolitan Fire & Emergency Services Board (MFESB),
e Victoria State Emergency Service (VicSES); and

» Victoria Police {(VicPol)

The system features a number of custom modules developed by Intergraph Australia, pfus
custom interfaces used by two private sector fire alarm monitoring companies. it is
connected to a PABX system that allows for voice-announcing at staff stations, and to the
state-wide paging system for volunteer brigades.

A dedicated interface between the CAD system and the Motorola MDN network provides
AVL and field dispatch status update for approximately 700 VicPol and 300 MAS vehicles
equipped with Motorola MDTs.

Outsourced entirely to Intergraph In 1995, responsibility for the call taking and dispatch
(CTD) function was transitioned back to the State of Victoria in 2002. Call taking and
dispatch then became the responsibility of the Bureau of Emergency Services
Telecommunications (BEST).

in 2005, the Emergency Service Telecommunications Authority (ESTA) was established
by virlue of the Emergency Services Telecommunications Authority Act 2004 (Vic) (the
ESTA Act). The ESTA's role and function in respect to CTD are prescribed in Section 7.
‘Functions of the Authority’, of the ESTA Act.

The ESTA is the largest multi-agency emergency CTD operation in Australia. The
Authority operates 24/7 with approximately 390 civilian emergency service call takers and
dispatchers and receives approximately 1.2 million emergency calls per annum. The
Authority operates from three State Emergency Communications Centres (SECCs), two
metropolitan based (World Trade Centre in the Melbourne CBD, and Tally Ho at Burwood
East), and one in rural Victoria (Ballarat).

The ESTA CAD system primarily serves Metropolitan Melbourne. In rural areas, 000 calls
continue to be routed directly to regional emergency service agency dispatch centres.
Business Cases have been prepared to continue rationalisation and centralise the
functions of the remaining rural centres into the main ESTA CTD functions, thereby totally
centralising all ESO CTD functions to the ESTA.
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To achieve this, the project is further developing the mobile technologies concept to
provide support systems for Queensland Fire and Rescue Services (QFRS), Emergency
Management Queensland (EMQ) and Queensland Ambutance Service (QAS)
operations. Examples include:

+ Providing the potential for QAS to transfer clinical and visual data from the
field or during transport, by road and air to heaith care providers for their
support in patient care treatment; and

s Providing improved reporting of situational awareness and access to
information by QFRS and EMQ operations personnel.

The Claver Networks Project is currently funded up to 31 December 2009

DES has been the leading agency in introducing this technology to the Queensland
Government and has established a Standing Offer Arrangement (SOA) for Free2Move
technology that is available to any Queensiand Government agency.

Synergies exist with the Queensiand Police Service (QAPS) “White Box" submission that
was part of a 2005-2006 unsuccessful proposal by the Queensland Government to the
Commonwealth, to establish a security focused Cooperative Research Centre (CRC), to
be based in Queensland, known as CRC SAFE.

Currently under the banner of the Clever Networks Project, DES is providing the mobile
technologies for a Queensland Health BreastScreen Van based in Townsville, In
addition, DES, QPS and Main Roads are jointly exploring this technology to complement
the technology about to be trialled in Bundaberg in an Emergency Vehicle Pre-emption
(EVP) Trial.

In addition Queensland Transport (buses) and Queensland Rail (Gold Coast line) have
been exploring opportunities that Free2Move technology can provide each organisation.
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APPENDIX H-2: EMERGENCY VEHICLE PRE-EMPTION (EVP)

Managing traffic and managing an emergency service are not mutually exclusive and
hence EVP provides a unigue opportunity for The Department of Main Roads (DMR), the
Queensland Police Service (QPS) and the Department of Emergency Services (DES) to
enter Into a mutually beneficial collaboration for Queensiand that exceeds the value of
the individual parts we each bring to the initiative.

This will be achieved by:
¢ Adapting what we already have;
¢ Sharing infrastructure;
« Leveraging off existing investments; and

» Strategic partnering.

The start of collaboration around EVP will essentially commence via an EVP pilot project
in Bundaberg that will involve DMR, QPS, DES, and the local council during the second
half of 2008. :

The EVP service Is a component of STREAMS, DMR's Enterprise Intelligent Transport
System (ITS) product developed and maintained by Transmax. The EVP service within
STREAMS manages the EVP process that is implemented through traffic signals at
controlled intersections.

The principle of EVP is that it interrupts normal traffic signal operations to provide a
green signal to emergency vehicles as quickly as possible. By interfacing STREAMS
with the respective Computer Aided Dispatch (CAD) systems, response times are
improved as the quickest route, not necessarily the shortest route is identified.

This pre-emption process differs from a complimentary priority process, in that priority
only attempts to reduce delays experienced at controlled intersections for specific
vehicles and does not provide a privileged run. DMR are trialling the priority process in a
parallel trial involving public transport vehicles (i.e, buses) that will be conducted in
Cairns.

This EVP service, developed for the Bundaberg EVP Pilot Project, (the Pilot) will be a
simplified version of the actual solution expected for the deployment of the EVP system
in Queensland. This service is expected to be redesigned and redeveloped based on
the lessons learnt and feedback from the Bundaberg EVP Pilot Project.

On 6th June 2008 at the Emergency Vehicle Pre-emption (EVP) Executive Presentation,
it was agreed to establish an EVP Leadership Group, (the Group), to oversee the Pilot
and to provide the governance framework for progressing EVP as a potential Smart
State initiative.

The Group will initially by chaired by Mr. Gary Mahon, Executive Director, Strategic
Policy and Executive Services, who DES is nominating to become a member of the
PSCP SC, and it is expected to include another member of the PSCP SC, Assistant
Commissioner Paul Stewart as one of two representative from QPS.
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This group will meet monthly until the end of 2008 and be responsible for reviewing the
Report on the outcomes and lessons iearnt from the Pilot. The Group as a priority will
also progress the framework for briefing Ministers, other agencies and industry.

The first meeting of the Group will be scheduled before mid July 2008 to coincide with
appropriate milestones that will be reached by the Pilot.

This opportunity, raised by the SA WP is being progress by the governance framework
attached and will ultimately result in a safer and more secure community, and deliver
higher quality services that improve the life of all Queenslanders.
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APPENDIX H-3: NATIONAL ICT AUSTRALIA (NICTA)

Smart State is the Queensland Government's vision of a state where knowledge,
creativity and innovation drive economic growth to improve prosperity and quality of life
for all Queenslanders.

The vision is for Queensland to develop into a knowledge-based economy and diversify
its traditional economic base of mining and agriculture.

While Queensland currently enjoys a strong economy with {fow unemployment, it needs
to continue broadening its economy and developing new industries or risk being left
behind in the future.

The Smart State Strategy is the Queensland Government's signature policy to create a
Smart State: a state where knowledge, creativity and innovation can flourish.

The Smart State Strategy 2008-2012 signals a change in direction for the government's
Smart State investment program.

Over the last decade, the government has invested strongly in education and training
reforms, research and development infrastructure and broadening the state's industry
base. In that time, $3.4 billion was invested in R&D and innovation, resuiting in 36 new
research institutes and creating 60,000 jobs in industries such as aviation,
biotechnology, advanced manufacturing and creative industries.

Having faid this solid foundation, it's time to invest more in our people, to make the most
of our research infrastructure.

The hightight of the 2008 strategy is a trebling of investment in people including:

+ $23.3 million to attract and retain some of the brightest minds in science and
industry through the {innovation Skills Fund

* $25 million to aftract leading clinical researchers via the Health and Medical
Research Program.

The Smart State Strategy 2005-2015 was published in Aprit 2005 after wide public
consultation.

The strategy outlined Queensland’s short to mid-term investment program, with funding
concentrated in the following areas:

¢ innovation

» new technologies and industries

o research and development infrastructure
¢ education and training reforms

+ infrastructure

e commercialisation
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Under the Smart State Strategy 2005 -2015, NICTA was given $4M in 2004 to establish
a Queensland Laboratory (Lab) which was seen as a significant component of the
Queensland Government's ICT Centre of Excellence and represents the Queensland
node of NICTA operations. NICTA is Australia's peak information and communications
technology organisation and is funded by the Commonwealth Government.

Over the past three years the Lab has built up a national research capability in crisis
management systems and cognitive systems engineering. Practical applications include
working to improve CCTV imaging and analysis for Queensland Rail and developing
XML language for both cyclone and tsunami warning systems.

This work has included collaboration with officers from both DES and QPS and
culminated in a recent (early 2008) demonstration of the research capability of NICTA
was presented at the Port of Brisbane. The presentation included a multi-agency
desktop scenario and demonstrated real time imaging, facial recognition and the
identification of vehicles and objects.

In mid-2007 an application for funding was received by the Queensland Government
titled “National ICT Australia (NICTA) - Expansion of Queensland Lab". Essentially,
NICTA's Queensland Lab sought to build on the research expertise it has established,
linking more with the research needs of the Queensland Government and local
information and communications technology industry, as well as establish a clear
national and international presence.

The proposal was accepted by the Queensland Government in late 2007 and $10 million
was provided to NICTA's QLD Lab to expansion their research program to the end of
2011.

QPS and DES therefore have access to the NICTA's QLD Lab to undertake any
identified public safety communications work.
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APPENDIX H~4: UBINET

Ergon Energy operates an extensive telecommunications network within Queensland, for
both corporate communications requirements and operational functions to support its
electrical network.

in 2007, Ergon proposed a significant extension of this telecommunications network
infrastructure to accommodate the growth in communication requirements. This growth
has resulted from an increase in the level of monitoring and control, is required to
operate their electrical distribution network.

The planned network will contain two major efements ~ a core backbone linked to Ergon
Energy's Rockhampton and Townsville Network Operations Centres and a cellutar radio
network, The terrestriaf trunk backbone will support the proposed cellular radio network
and provide direct connections to Ergon Energy sites, such as depots and substations.
The cellular radio network will connect remote power network management devices as
well as provide staff communications. When completed, the network is planned to
provide coverage to greater than 93% of Ergon Energy's electricity network.

The first phase of this infrastructure initiative was to issue an Expressions of Interest
(EOl) on 22 September 2007 (closing on 17 October 2007), for the provision of
microwave and optical fibre equipment as well as the cellular radio network. The Ergon
Energy Board then approved funding of $150,000 for Ergon Energy to proceed with the
next phase (validation) of the project, named UbiNet. As resuit of the validation phase of
UbiNet, the Ergon Energy Board approved $140M (?) to implement the first stage of the
network, largely for the western areas of Queensland.

Once completed, UbiNet will be a $300 - 500 million initiative that has the potential to
significantly impact on the coverage of cellular mobile radio in Queensland, as well as
the availability of high speed microwave andfor optica! fibre transmission links for the
provision of a range of improved telecommunications services.

This is parlly due to Ergon Energy forming a Joint Venture with Energex, who are
currentfly assessing their radio communications requirements for South East
Queensland,

Queensiand Government Chief Information Office (QGCIO) have been involved in
meetings held between Ergon Energy and the QGCIO to assess how this extensive
rollout of State owned telecommunications infrastructure (SOTH) could be further utilised
to improve the coverage of not only carrier celluiar mobile radio services but also radio
services used by Government agencies, particularly the Queensland Police Service
(QPS) and the Department of Emergency Services (DES).

A draft Memorandum of Understanding (MOU) has been prepared for Ergon Energy,
Energex, Queensland Rail, QPS and DES to facilitate working together to investigate
telecommunications infrastructure solutions that could deliver operational efficiency gains
and improved outcomes for each organisation, the Queensland Government and the
Queensiand community. To date DES have signed the MOU as an interested
participant. The QPS remains an interested observer and participant although they have
not signed the MOU,
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The ubiguitous network (UbiNet} proposed by Ergon Energy provides an opportunity for
the development of telecommunications infrastructure and implementation of a statewide
telecommunications network that could also meet the radic and data needs of the QPS
and DES. However this proposal is still in the concept stage and from a Public Safety
Communications (PSC) perspective and if determined by the Public Safety
Communications Project (PSCP) Steering Committee as a tangible opportunity, then a
working party will need to be established to progress this opportunity - possibly as part of
any established Digital Communications Working Party, under the banner of the PSCP
Steering Committee.

© The State of Queensland (Queensiand Police Service & Department of Emergency Services) 2008 160





